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1 EAftscl

1.1 REREHER G

M VMware & M https://www.vmware.com/go/getworkstation-win T #
VMware-workstation-full-17.0.0-20800274.exe, #RJa X FH A S0 23
PR A

XFERAE R T B2 T — A bR B, XWEEEE, KGR R AR
AIEZEA 7, SR N %8 4A4RR-813DK-M81A9-4U35H-06KND. NZ4RR-
FTK5H-H81C1-Q30QH-1V2LA. JUG90-6039P-08409-8J0QH-2YRTF.4YO9U-AJKI7-
089Z0-A3054-83KLA.4C21U-2KK9Q-M8130-4V2QH-CF810.MC60H-DWHD5-H80U9-
6V85M-8280D.

VMware sEpiM ik, TEWE. 55— N FFEPEPILRAEE virtualbox, "JULEENE
K (https://www.virtualbox.org/wiki/Downloads) F#/f#.

A5l VMware MEINLEATS, # Ctrien B — G RN, —HAdE 357 HERHN
N 1-1 A B AR PR i T .
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FEEINAS X FEEES X
BETFIRERR SEE
I S AR R IR R AR
BENSTRS O
O Microsoft Windows(W) | Cent0s o |
® Linux(L)
C VMware ESX(X) o
frd(L):
OO
1h(0) [Ficentosh || s
A TR > A R
Cent0S 8 64 i1 P
£ ) < F—#(8) A < %@ e
FRELRS * 7] Centos 9
HERAEE
B AED? r'|:| CentOS 9
. o § FrAAENL
R EA— 1 S5 S PSR - LSRR FEES bl
A TSR SRR - Lo RAEERIIR
BoAwtEA) (GB)(S): el ik
it CentOS 8 64 fir B 20 GB gmﬁ 168
O BRI ST () SR toinde -
R BRI T O S
FAHER, P S E, (DTTRR I B o FLAAIEALEE NAT
e [] use #=#IEE e
wFE e
S FTEEL =
ST SR
- HER
i < E—4(8) B AN AT I RS,
AT X
W EIE
wE e il
ekl 468 SHBHEHEC):
o EE < BB E )
EFER (NVMe) 32 GB 5 e
© Co/DVD (1DE) Bzl PR 4
O FREIAmE NAT
> kel
[Fluse {53 THE
- ] BBk, Intel VT-x/EPT 3 AMD-V/RVI(V)
SHTE, i ek CPU B AEHEEE(U)
Hera o=l [l et ik IOMMU (10 FAFEIEE )

Bl 1-1 Bl
BN RJAN S ES W 1-1 #4F . X BEBERHLEE 2% Linux #/E RS Cent0S 9
64 A, WIREEE 9 wiik# 8 MiA. Aid RIflix Bk F A RG4S T, ARSI LG
FEREMMLE 2255 Linux. R AT 26B L E, cpu #%0 2 NPLE, H cpu BEIFEE
WALThfE (S WE 1-1 & 5.
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1.2 2% Linux

WA TAE: —&irENEUERNL (£ BIOS BRCE L MCE A3, 223 eitol IS0 245
Gt CERIWLZSERT DR, felf BN I PRIEREE L Internet,

M http://mirror.stream.centos.org/9-

stream/Base0S/x86_64/iso/Cent0S-Stream-9-latest-x86_64-boot.iso |
¥ Cent0S 9.

N AT LB K2 Rk, 3R http://mirror.nju.edu.cn/centos-
stream/9-stream/Base0S/x86_64/iso/Cent0S-Stream-9-latest-x86_64-

boot.iso

B dE— G RNl Cent0S 9, %K 1-2.

B Cent05 9.0 - VMware Workstation - O X

XiHE FEE EERY SN ERED 88 o D @ 5

=3

HAME N PREIHT.

x

-

= = My Computer
[] Cent0S 9.0

[] Cent0s 9.0

[C] Cent0s 9.0

P FRERI
I mEERE

v iR
=]ai=a 4GB
ChatEss 4
ATRE (NVMe) 2GR
FE 2 (NVMe) 3GB
(%) €D/DVD (IDE) AR C.
o FIEEERLEE NAT _ ;
o EEEISE 2 =t J;Eﬁﬁzlf?aﬁ C:hUsers\moodisk\Downloads\CentOS-Stream-9-latest-x86_64-boot.iso
[] Use 325138 7E
g EE E
LETEE E =

- ERWIEAER
P 2
HREE: origin
FEEETEE: FACent0S 9\CentOS 8.0.vmx
WS Workstation Beta ST
FIp il FEEETUH

K 1-2 HraE

AR NHEA S B E B T RS R, FINZ ATt AR
T
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1.2.1 &% Cent0S 9

AR N EH A BRSO LR IR B, e SR ALE B 1-3 FrosREmE, 7F
HH R — N AR, AR5 A AR B SE — T, B “Install CentOS Stream 9”7 Jf
% Enter #dt NN —HH

G Cent0s 9.0 - VMware Waorkstation — O *

File Edit View VM Tsbs Help - &0 I | I 7 ~

ey 11+ Home [ noden1 [C] nfs-server [C] noden3 [C] nodenz [5G windo... »
Type here to search A
= [ My Computer
[[] Cent059.0
1
1 q
B 1
O ) 00

Install CentOs 8 64-bit as you would on a physical
computer. When you are done and the operating 1 Finished Installing Help

Click in the virtual screen
s
system boots up, dick "I Finished Instaling™.

to send keystrokes

To direct input to this VM, click inside or press Ctrl+G. =) B O

K 1-3 %% Cent0S 9

XIS BRSO R, A R B RN URE R bR, BRI Ctrl+Alt B2 BTkt
HiEE, WK 1-4 Firs.
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CENTOS STREAM 9 %%
B us #EEN!

YR{ER CENTOS STREAM 9,

BEREIZPEEAWPHES?

Francais French fEERY (PE)

Deutsch German ERh (BE)

HAE Japanese FRPX (PEARENEEF BRI
thxr Mandarin Chin...

Pyccrkuin Russian

Espariol Spanish

Afrikaans Afrikaans

PR [ Amharic

ST Assamese

BT @

EBW(q) #2(C)

K 1-5 EHFPCES

il “4keR” JE I 1-6 Frs i e i EE I .
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‘%, CenfOS ZEREEHE CENTOS STREAM : Bfe%
E cn EEf!

Fih e Rb
(K RER() 0] &&AKHO)
E B @ EiTETRR D EAEEHAE
F L %R (S KDUMP
?f:-ﬁiﬁ@fl ) ﬁ EEEF 11-'."3‘%5';5" ) B85 Kdump
© wiamagm & MERINEN)
T/ £ B Eif (ensl60) BiEE

B RemEXHE)
BAREE BERERE Y

O rootEE(R)

Root lEFE2S

L& EREEEEERRCHAEERT .

1-6 ‘A

FL L H R e LA 1-7 PR, Ak B, KN RINTERT LA )
X
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REEHNE : ; CENTOS STREAM 9 224

700 z -

wEnEE
EREHERRAAREINGS, TERT “THARE RHZE, SENREHFHERME

Pt 4
20 GiB
VMware Virtual NVMe Disk
nvmeOn1 / 20 GiB =#H

USRI T 2 IR,

= R & MERES
AN (A)...
WA FE AR IS T AR IR E,
FHERkE
giiv) O gEx )
EERMARMELLE|SER(F). . EEE 1S, £820GB;20GB=R RIHER)...

K 1-7 Z3HWE

FL “SERRT JE, AR RS LR 2 X R T g X7, B 1-8
[i

El
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FoiaX : CENTOS STREAM 9 %

¥ 1 CentOS Stream 9 T
fE3%E ) CentOS Stream 9 MR 46| BT
o BERILL

SnXEHEEE(1C),
- BdsRE 7 RHERESS.
SR ERU T AEAZRN):

IRESK 7

BEEIEEMER S MBS ARIANE ()
Encrypt my data.

FEITH CentOS Stream 9 RERIBEHSE, TrRIEXENREM
=R,

+ - ¢

TAZA k=)
20 GiB @ 20 GiB

Bk 1 Mg E(S) HEFTEEX(D)

K 1-8 F3h7 X

BT “+7 BIn— A X, AT RAEMA X SZHXAR X, WK 1-9
Fios, MR, AR ER X .

ANFER R AMFERR
ETHOREHSE ETHORESSE
BESEEGERAA, BELAEGERTA,
EHAP): swap > ERAP): / v
WEAB(C): | 200) WRAR(C): 200b
BUH(C) AMEES(A) BUH(C) AEES(A)

1-9 s

Ay X JE R EE L 1-10, EXEATDMES XL RIS IX .
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FahnX : CENTOS STREAM 9 &

~ & CentOS Stream 9 R nvmeOnlp2
EZA(P): iR
(nvmeOn1)
swag . 1.86 GiB HZ2ER(C): B (M)...
P 18.14 GiB
RERER(T):
RESE v ME(E)
XHRAY):
ds v S22 11(0)
HRE(L): BHR(N):
+ |- | C e0n1p2
A=A BEE
1023 KiB | 20 GiB
BifE 1 T EEEE(S) PR EH(D)

K i1-10 A& T HANDIX
A BAR R, RPLE 1-11 R, EET R T

HEUoRE
CHBEEXERGFEUTES, XETEREEHROFEREHFHRRENE:
1 5804255 Unknown ATA VBOX HARDDISK (sda)
2 pli2as 43X % (MSDOS) ATA VBOX HARDDISK (sda)
3 eli2ig& partition ATA VBOX HARDDISK gy sdal
4 eliEEIl swap ATA VBOX HARDDISK Hhfy sdal
5 AR partition ATA VBOX HARDDISK ch#y sda2
6 B2 xfs ATA VBOX HARDDISK =gy sda2 /
EUHEEEIBEXSE(C) EEEHA
KB1-11 %4

SR B 218 1-6 s i) 2 i 2, oy “BbE s, MOl 1-12 Frosimi,
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WH—IT (Server with GUID, fEANW AFFIEH:— L/ 2 AN 2R AT, KR E
BT H, mREER e, DIRX YA DU TR 2238, BOARW GUT MIiRSSas, fix

NGHGERAT B SRJE e “ e

REE CENTOS STREAM 9 &%
2AKL(D) ' E cn EEh!
=: 378 e} ISR AR AR
® Server with GUI Debugging Tools
An integrated, easy-to-manage server with a graphical Tools for debugging misbehaving applications and
interface. diagnosing performance problems.
Server DNS Name Server
An integrated, easy-to-manage server. This package group allows you to run a DNS name server
Minimal Install (BIND) on the system.
Basic functionality. File and Storage Server
Workstation CIFS, SMB, MFS, iSCSI, iISER, and iSNS network storage
Workstation is a user-friendly desktop system for server.
laptops and PCs. FTP Server
Custom Operating System These tools allow you to run an FTP server on the
Basic building block for a custorn RHEL system. system.
Virtualization Host Guest Agents
Minimal virtualization host. Agents used when running under a hypervisor.

Infiniband Support

Software designed for supporting clustering, grid
connectivity, and low-latency, high bandwidth storage
using RDMA-based InfiniBand, WARP, RoCE, and OPA
fabrics.

Mail Server

These packages allow you to configure an IMAP or SMTP
mail server.

Matkarael Eila Cuctams Cliant

B 1-12 RS

SR R B B 1-6 s (et Zmm, J8)5 sy “IF A H 7 el LI, #R
KAEKE 1-6 ProsimE i Bk “root BiY”, RIESHE 1-13 LEME> Prosss g0
root BWEHM, £ 1-6 Frosimimm EXks “QI@EmH 7, fld s TEm S

moodisko.

2%(F) | TeacherWang

root (P FETFERRS, A root BPHANER, BPE) | moodisk

Root Tfl:  sesssse
5 FHEPIZREERM)
BEEWEAGEERZEF(R)

A : [LITITTY a

BE(p) sessese o
$H7E root BEF
#3F root AP ERERET SSH B 7 #
Hhi\#m(c) sessese o
ER(A)...

1-13 45 root W EEMIFEIE @ HF moodisk
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BeJo ELAE B l “OT R MBLE 1-14 Fros im i .

; =pas
g CentOS REHRE CENTOS STREAM 9 24
Een
C EETETGE
RH(Q)

1-14 JFHiRZes

I IETFERME 20 404, w5 “HGRa” %4, EREHIE 1-15 fixi
BEHE . ) Cent0S 9 ZedEsgke,
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128150 14: 53 7] LA IO

& Teacher Wang

AFIH?

1-15 BRI

WREH root &3, LK 1-15 T “KRAH? 7, REHIA root K5 =g IR &
xT.

1.2.2 REAR

B JAEBINm e 1-16 Fos.
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mdr “iEsh”,

7N o

12A15H 14:56

Kl 1-16 Cent0S 9 HIKIE 1A

N

il beRE N 2 BAR, 0T A& 1, SHE 1-17 i

128150 14 : 59

root@localhost:~

B i) = =
B iEl=18.7 2

UNKNOWN group default glen

CAST,UP, LOWER_UP> 0o mg state UP group default glen 1@
brd ff:ff

scope link
_1ft for I
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K 1-17 $fIH@mLE N

AN ping www.baidu.com MM L2 HEIEHEN, HHAMmL ip a BEM K
(1) ip bk, LN DL ip 4 192.168.192.203.

M windows FF BN, £ windows XiAH% win+r, i\ cmd H[E1 4, T windows
M2 H, Z2%E 1-18 Fir.

= rect@lo

K 1-18 windows 4% 1

EINfTA ssh root@192.168.192.203 A& EMN, %K 1-18.

*%EEIVE

[root@localhost ~]# dnf upgrade -y Z
[root@localhost ~]# systemctl --now disable firewalld #2X 7k gk
[root@localhost ~]# vim /etc/sysconfig/selinux #25H] SELinux

#4tl enforcing M/ disabled

WMRERERHS ip Mk, S THK Wmd:

[root@localhost ~]# vim /etc/NetworkManager/system-connections/ensl160.nmconnection

method=manual #manual-&
address1=192.168.192.20/24,192.168.192.2 #ip Hihl /¥
dns=202.96.128.86;8.8.8.8 #h[a]

B T M-RECE S, ATHAT®H 4 nmcli ¢ reload;nmcli c up ens160 {fifgHitil
EAEH . DNS 5 windows —#f, fRAI#4T ipconfig /all A& windows [f] DNS, £F
NAT WIS IERZS ip HIbEYEE . OGRS, 2% K 1-19 BF.
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(& VMware Workstation & Virtual Network Editor
TEV) S EEEN BEH -
T — Name: Type External Connection Host Connection ~ DHCP Subnet Address
= M Cirl+X
Cent05-9 i
0 =H p—c:[(a} Ctrl+C
oo $EE(P) culsV mputer
© EHFEEEEN., | .
s BER(R)... Ctrl+P
I :
M1 nodedt M1 FentS.0

Add Network. . Remove Network | Rename Network...

VMnet Information ﬁmﬁﬁm%%ﬂﬁﬂ

Bridged (connect YMs directly to the external network)
Automatic Settings. ..

Bridaed to:
NAT (shared host's IP address with YMs) NAT Settings...
Host-only (connect VMs internally in a private network)
& b v Y\0 2B . o s .

prass X pTia ; > gy
Connect a host virtual adapter to this network
Host virtual adapter name: YMware Network Adapter VMnets

DHCP Settings...

Use local DHCP service to distribute IP address to YMs
SubnetIP: | 192 .168 .192 . 0 Subnet mask: | 255 .255 .255 . 0

/A Administrator privileges are reguired to modify the network configuration. Gghange Settings

Restore Defauilts Impart... Export... oK Cancel Apply Help

K 1-19 #H NAT WK S5

B Jr R AL

now

TR SLIIF Z AR LG AN, rEBEL R -Gk, %K 1-20,

Jgp 1 =]

/,
(S EVAYINS]
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) Cent05 9.0 - VMware Workstation — [m]
THE SRE ERY SNwW EER0 BEa | P - D oo ODHEHDO
= BT AT
[C] Cent0s5 9.0
o [[] centos 9.0
F‘D Q
REHERR(E) L
TRCMEIRR -
EREA)..
TREMNERO) 168
BlR) 4
1G] > 32 GB
3 368
ErEERASEC..
NAT
P RENRTN
=z
SSH(H) sl
= REN > =hgeAl
HIRER ()
| 2 EEm | > & EEeEste.
2 VMware Tools(T)... | SO, |
[z B’EE). =)
TEW)...
G A2+
N
A= - EEAEREE,
[J HEHEH®EL B B
BB origin
BIEC#E: F\Cent0S 9Cent S 9.0.vmx
TS Workstation Beta S
Fip ik FSEESAARE
0
1-20 FubE AL
N . ) YL v 3B N I & =)
SRIE BN — MR, XFELLE T RER FR B3 R IIRES . 28K 1-21 #1E.
B Cent05 9.0 - VMware Workstation - m} X
S EERD B | P - o @ mo [O0B8 O

THED RED AU

v

=

& . I_ILD Cent0S5 8.0
Sty Comppl [C] centos 9.0
Im|
i SEETRE) |
E MO ERESUEAR F=
[[] nodel ESEEA-
[ nodet FFEREERO) 6B
[C] noded kR
[[] nfs-se 4
> 32GB
j] 8GB
IEEERAY .
NAT
(ESIF =5
(=53
S5H(H) £ Shidail
2] HREBmN > || EEREm..
HBREE(C @ REEMREER): origin
& EEMm » o REBEEZEM
224 VMware Tools(T)...
G BEES. v ERWIFAEE
P& C=
HREE: origin
BRI FA\Cent0S 9Cent0S 8.0.vmx
BEEEY: Workstation Beta S
FIr bt FEEEEAAH

16/110




1-21 Gz iR

17/110



1.3 g3 P4

HEBEM root AARRGIETFMA, P root 3k Linux KRS, 11

Ui, B TR S KB R

Szl 1. SRR 1-1 R A B R A,

10

11

12

13

14

®1-1 QUM MA >

w4

groupadd classl

groupadd -o -g 1101 class3

tail /etc/group

groupmod -g 1102 classl

useradd -u 1200 -d /home/abc -s

/bin/sh -g classl -G grade2 zsan

useradd -g 1101 -c “wang er”

wanger

useradd -G classl,

grade2 wlm

useradd userl

useradd -o -u 0 root2

tail /etc/passwd

woooH

A4 class2, AR ID 54 1101

4 classl MAS 2

1B class2 WA AR grade2

Fr@f 1isi, %% SHELL £ /bin/bash.

WM ID S5
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15 id root2 UID= , GID= , Mhndi=

16 tail /etc/group H grade2 kB H

17 usermod -d /opt/wlm -u 1210 wlm

18 B4 userl M&EN “Test user”, EEMAEN
grade2

19 usermod -1 aliasroot root2

20 passwd zsan

21 BB P wim 2 RY

22 passwd -d userl

23 passwd -1 aliasroot

24 fE A aliasroot

25 DI B AL/ R 5, MR AR S zsan, | BEsEU)ivE Ctrl + Alt + F1, F2, F3,....

wlm, userl &3t

26 MIERR - userd, FFHS—IEMIER

27 MR A wlm

28 userdel zsan

29 MIERA classl. EE: HAEMFREA R K24

30 R4 class3

31 groupdel grade2 Re MR grade2 8?2 WARE, JFEEZMH4? W
TR e ?

il 2: GlEEH sales; GIEAS alice, K alice I sales 4l; 45 alice WHE%
id: M alice mREE R E B
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1.4 BEMX

1.4.1 MERABESKX

SR T A i 51 e A R R A DA S B 458 1) 2 [X

WHZHUF/EER (20 6. FHMHEXED, WA 1-21 fir.

[EH Select root@localhost:

67108864

K 1-21 BEMASX

MBI ATBLE B, RIS A2 10GB 148 RS (A], T I AE XS4 bR X8k B T s 7y X

[root@localhost ~]# fdisk /dev/nvmeénl #5184 /dev/nvmednl #
Command (m for help):

SRS, m BRI S S, HHGAE pr RS IXE, niEida X, dl
B X, wiffsl, q:iBi fdisks

Command (m for help):p #HEEECHSXEER
Disk /dev/nvme®nl: 32 GiB, 34359738368 ¥i, 67108864 N X
5. VMware Virtual NVMe Disk
X / 1 * 512 = 512 Ff

WX KN (B4 /H): 512 F i / 512 FAY

N(RANBAE): 512 T/ 512

$HY: dos

0x329f476d

’ J& 51 A K X K/ Id KA
/dev/nvmednlpl 2048 3907583 3905536 1.9G 82 Linux swap / Solaris
/dev/nvmednlp2 * 3907584 41943039 38035456 18.1G 83 Linux

Command (m for help):n T —AN 7 X
SR AT
X (2 primary, 0 extended, 2 free)
IR IX (XA )
B (BRIN p): #EIN p TR — LS X

P8 BRI S po
HIXE (3,4, BRIL 3):
B (41943040-67108863, ZRik 41943040):
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fJa— N EX, +/-sectors 5 +size{K,M,G,T,P} (41943040-67108863,

BT —NHX 3, KAEDN “Linux”, K/NA 12 GiB.

Command (m for help):p

A KR B X
2048 3907583 3905536
3907584 41943039 38035456
41943040 67108863 25165824

JA8h
/dev/nvmednlpl
/dev/nvme®nlp2 *
/dev/nvmednlp3

Command (m for help):w

[root@localhost ~]# partprobe

[root@localhost ~]# lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOIN
sro 11:0 1 855M 0O rom

nvmeOnl 259:0 0] 32G 0 disk
F—nvmebnipl 259:1 ® 1.9G 0 part [SWAP]
F—nvmednip2 259:2 0 18.1G 0 part /
L—nvmeOn1p3 259:3 ® 126G 0 part

Ik extd UM R4

[root@localhost ~]# mkfs.ext4 /dev/nvmeGnlp3
mke2fs 1.46.5 (30-Dec-2021)

PN
1.9G
18.1G
12G

s

A& H 3145728 AN (443 4k) Fl 786432 /> inode 31

f
& E0E T R AIER:
32768, 98304, 163840, 229376, 294912,
IEfEE N inode #: 58
Al HE (16384 AN 58
PN LRI =g

HHI X

[root@localhost ~]# mount /dev/nvmeOnlp3 /mnt
[root@localhost ~]# cp /etc/profile /mnt
[root@localhost ~]# df -T

UUID: lled9cd6-ccl8-46a0-a680-68d4df4cef2f

819200,

67108863) :

#HER T AXERGEE,

Id
82
83
83

Linux swap / Solaris
Linux
Linux

#IRAT 4 XA BB H fdisk fi

#IEFINAZ Y X R OB, Rk, i R T 5L

884736, 1605632, 2654208

#HEEF] /mnt =

#ES X

A
devtmpfs
tmpfs
tmpfs
/dev/nvm
tmpfs
tmpfs
/dev/nvm

devtmpf
tmpfs
tmpfs
xfs
tmpfs
tmpfs
eOnlp3 ext4

ednlp2

S

1K-H
4096
1992224
796892
19007488
398444
398444
12278920

&
(0] 4096
0 1992224
9784 787108
5014776 13992712
52 398392
36 398408

24 11633368

0%
0%
pAS

AT % HEUR

/dev
/dev/shm
/run

/run/user/42
/run/user/0

[root@localhost ~]# umount /mnt

IR UOTHL A SR, WAL L

[root@localhost ~]# mkdir -p /opt/data

[root@localhost ~]# echo "/dev/ nvme®nlp3 /opt/data ext4 defaults

[root@localhost ~]# mount -a E# reboot

#EIIR S X

1 1" >>/etc/fstab
#NE A df -T @AW DE S CaHER T

1.4.2 MFEHESEX

HERM AL, HEn—B 8GB I AL, SAJE RSN, SEEE BN R A

[root@localhost ~]# lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOIN
sro 11:0 1 855M 0 rom

nvmeOnl 259:0 © 32G 0 disk
F—nvmeOdnlpl 259:1 O 1.9G6 0 part [SWAP]

TS
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F—nvmedn1p2 259:2 0 18.1G 0 part /

L—nvmeOdn1p3 259:3 ® 126G 0 part
nvmeOn2 259:4 0] 8G 0 disk

HUMPIEEEL N nvmeOn2, RIHIX /dev/nvmeOn2 #4741 X

[root@localhost ~]# fdisk /dev/nvme®n2

# S X
F7X (0 primary, 0 extended, 4 free)
CREYIX (GBS XA
E4 X

HIX (2048-16777215, ZKik 2048):
X, +/-sectors H{ +size{K,M,G,T,P} (2048-16777215, ZRi\ 16777215): +4G #571XH 4G

GBI T — X 1, RAR “Linux”, K/NA 4 GiB.
4 (AN m KBS : p

BE# JAE R K X A/ Id KA
/dev/nvmedn2pl 2048 8390655 8388608 4G 83 Linux

A (N m REEEE)) : w
BEINZ X RO, R, ST S v HEL:

[root@localhost ~]# partprobe

[root@localhost ~]# lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
sro 11:0 1 855M 0 rom

nvmeOnl 259:0 0] 32G 0 disk
F—nvmebnipl 259:1 O 1.9G 0 part [SWAP]
F—nvmedn1p2 259:2 0 18.1G 0 part /
L—nvme®n1p3 259:3 0 12G 0 part

nvmeOn2 259:4 0] 8G 0 disk
L—nvmeOn2pl 259:6 ) 4G 0 part

PRI 2 IR I 7725 4 [X / dev /nvme®On2p 1 ks AL A H: 4 14 .

1.4.3 %} loop FHEREFNX

LB A 54 % DR % 1 SURBERTRBERENT , 77 DL Loop 7 K45 X 556«

(1) n#k Loop WML

[root@localhost ~]# modprobe loop max_part=8 #1N% oo
[root@localhost ~]# echo loop >> /etc/ modules-load.d/modules #A s H 5

(2) BEE—"14> 0 H 50MB 31 hdisk

[root@localhost ~]# dd if=/dev/zero of=hdisk bs=1024 count=50000
itk 7 50000+0 A

itk 1 50000+0 5 H

51200000 “F1i (51 MB, 49 MiB) C.&#l, 0.0484218 s, 1.1 GB/s

(3) W H loop %#% loop0®, #E[M hdisk Jf:

[root@localhost ~]# losetup /dev/loop® hdisk
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[root@localhost ~]# lsblk
NAME
loop®
sro
nvmeOnl

MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
7:0 0 48.8M 0 loop

11:0 1 855M 0 rom

259:0 (0] 32G 0 disk

F—nvmednipl 259:1 ® 1.96 0 part [SWAP]

F—nvmednip2 259:2 0 18.1G 0 part /

L—nvmedn1p3 259:3 0 126G 0 part

nvmeOn2 259:4 (0] 8G 0 disk

L—nvmeOn2pl 259:5 ) 4G 0 part

(4) #FkA/dev/loop® BT 2 X A% AL :

[root@localhost ~]# fdisk /dev/loop®

L X (0 primary, 0 extended, 4 free)
TR IX (5 XA

F A FHBAAEIR. p
HXE (1-4, BRiL 1):
HIX (2048-99999, ERIL 2048):
g —MHIX, +/-sectors mk +size{K,M,G,T,P} (2048-99999, 99999) :

BIRE T —HX 1, KBy “Linux”, KA 47.8 MiB

74 N m REGERD) : w

[root@localhost ~]# lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
Tloop® 7:0 ©® 48.8M 0 loop
L—loopop1l 731 © 47.8M 0 part

sro 11:0 1 855M 0 rom

nvmeOnl 259:0 © 32G 0 disk
F—nvmebnilpl 259:1 0 1.9G 0 part [SWAP]
F—nvmednip2 259:2 0 18.1G 0 part /
L—nvmedn1p3 259:3 0 126G 0 part
nvmeOn2 259:4 © 8G 0 disk
L—nvmeOn2pl 259:5 ) 4G 0 part

BRI R X% 435k /dev/ToopopN, HH N=1,2,3,4,5,
/dev/loop0pl B Tk

wo NHHUN 70 X

[root@localhost ~]# mkfs.xfs /dev/loopOpl #1% Ik x s SO

[root@localhost
[root@localhost
[root@localhost

Sft sm

devtmpfs

tmpfs

tmpfs
/dev/nvmednlp2
tmpfs

tmpfs
/dev/loopOpl

~]# mkdir /opt/disk
~]# mount /dev/loopOpl /opt/disk

~1# df -T
1K-H
4096
1992224
796892
19007488
398444
398444
43504

devtmpfs
tmpfs
tmpfs
xfs
tmpfs
tmpfs
xfs

& H
0
(0]
9800
5021860
52
36
2904

AT
4096
1992224
787092
13985628
398392
398408
40600

CUH% HEEUR

0% /dev
0% /dev/shm
2% /run

27% /

/run/user/42
/run/user/0
7% /opt/disk

PEJE X H /opt/disk #RAEAUERB A 70 XERAE 17, RIS 7 atn] LEIERE .
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1.5 ERA®SHE

R 1-2 PTSAHLE FEE.

s @ 4

10

11

12

13

14

15

16

17

shutdown -h now

exit

telinit 1

history -c

alias 1='1ls -1la'

unalias 1

echo

echo

help

echo

"Hello World!"

$?

bg

"export OK=1" >>~/.bashrc
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L%
woow
AL
BRAH L 4

&M class2 4148 grade2

IR AR A4

& X man {514 woman

KL sleep A2 HIFHIEE

E XA AR HISTSIZE=5000



18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

unset OK

. ~/.bashrc

date

cal

uname -a

hostname

du

cd

cd

cd

s

s

-sh /usr

/usr/share

../../etc/init.d

B# cd $HOME H# cd ~

-la /boot

mkdir abc

mkdir -p a/b/c 1/2/3
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SR A ER PR A

WE RGN EN 2011 £ 7 H 17 H 14:40

BN HERERH P

o EL AR A X A6 P

TE H3/boot i FHRESL IR /N

FIHZ H T A (R Bosso )

HENH 3%/ tmp

B H % 123



40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

cp /etc/profile abc/

1n -s abc/profile 123/linkfile

cd a/b && touch newfile

BURAESESE /tmp/ file, f8[/etc/profile

cd 1/2/3 && 1s -1 / >filelist.txt

more /etc/passwd

head -15 /etc/profile

cat $SHOME/.bashrc

chmod 643 /tmp/1/2/3/filelist.txt

chown -R nobody /tmp/abc

mv /tmp/{abc, cba}

find /tmp -name new\*

find /etc -name \*.conf -exec

201107110800 '{}' \;

grep -R boot /tmp/*

SEATMIER H 3/ tmp/ FHIFHZ 123

TH A /ete/profile HIJE/\4T

e /tmp/1/2/3/ filelist.txt AN

fuse

touch

BIAAR /ete BT X4 LA conf 45 HI ST

HBIAEFR /etc/sshd HE FEE UsePAM HISCHF
AT
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60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

1s / | tee /tmp/file.txt

cd /usr/doc && echo "ok" || echo "no

such directory"

cat /etc/passwd | awk -F: '{print $1}'

| sort | wec -1

grep bash /etc/passwd | wc -1

find . |  xargs -i -t sed -i

's|women|men|g' {}

tar -cjf /tmp/etc.tar.bz2 /etc/init.d &

ps axjf

ps -ef

pstree

kill -1

ip a

ip a show dev enp0s3

ethtool enp0s3

ip route

ping www.veryopen.org

ss -tnlp

ss -unlp
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T IXFERI 4, BISEHE cat /etc/passwd [
MR, SREHE cat /etc/passwd | awk
-F: fprint $1} MR, HEHE cat
/etc/passwd | awk -F: ‘{print $1}’ |
sort &R, BEEBANmAMNHHES R,

il E ML /tmp/etc. tar .bz2 FIMFTHS T

JEHEFE S 1234 3T A



79

80

82

83

84

85

86

87

88

89

20

91

92

93

94

systemctl restart ssh

wget
https://cdn.kernel.org/pub/linux/kernel
/v5.x/linux-5.16.9.tar.xz

XM crond k%

F be fr4it5 123%(1234-432)%11 HIfH

cat >abc.txt <<EOF

What's your name?

I'm wlm

Oh, long time no seee, how've you been

I am fine, many thanks

EOF

passwd alice << PAS Bk alice MZHG N A1b2C3
Alb2C3

Alb2C3

PAS

Xt Cent0S 9 BE R

rpm -qa | more

rpm -qa | grep boost

rpm -ql acl

rpm -qpl linuxqq-v1.0.2-betal.i386.rpm

rpm -ivh linuxqq-v1.0.2-betal.i386.rpm

rpm -e Llinuxqq

BEOLHEA filesystem &KX

dnf search mutt
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95

96

97

98

dnf

dnf

dnf

dnf

install mutt

group Llist

install "@FTP server"

remove "@FTP server"
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1.6 vim SZi)ll

AESCAE /tmp/practice.txt, BEE 1-3.

#£1-3 vim4>)

=

5 e vim 3%

1 BN N
I'm happy that you're my teacher;
I enjoy each lesson you teach.
As my role model you inspire me

To dream and to work and to reach.

With your kindness you get my attention;
Every day you are planting a seed
Of curiosity and motivation

To know and to grow and succeed.

You help me fulfill my potential;
I'm thankful for all that you've done.
I admire you each day, and I just want to say,

As a teacher, you're number one!

2 AR, BEGSEN, BRTS

3 Jebr PR B BT E AT A

4 AR SR hikU AR SIS 8 1758 11 AP ik

5 MBREHR AL BT PIAS 77

6 JebR PR B R SRR R

7 Bl—17, ABRR: ------ Written by WLM
8 TECFEFF I HIE—47 - MY TEACHER
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10

11

12

13

14

15

16

17

18

19

TE5 8 AT REHIN—MESHIZEHE, RIFIEH 9 T8 IF215 8 TR

MERES 3 47

T3 6 fTRHIFIH 8 47 NIl

11,12 /7Y R 2 5 7% a th

K 2~6 1T IR fr 44 A7 4% b o

44 A7 B @ S P ST B SO

A2 b A A R B SRR Sk

&K kindness Xy, HAHEL T4

E4FH attention Bl OK

—UKHEMMER 1~5 4T

HH 13 TBGE RIS R

RESAFNEIT
MY TEACHER
I'm happy that you're my teacher;

As my role model you inspire me

To dream and to work and to reach.

With your kindness you get my OK;

Every day you are planting a seed Of curiosi
motivation

To know and to grow and succeed.

With your kindness you get my OK;

I admire you each day, and I just want to say,
As a teacher, you're number one!

You help me fulfill my potential;

I'm thankful for all that you've done.

————— Written by WLM
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1.7 systemctl #5 <>

Systemd J#EIFELE LI “HIT” RE LRSS BIAE L, systemctl & 2TRAT]
Y systemd sFP R B TR, a4 ThabRos A HE 4, Bk

systemctl [ %50 ] [ #R4E |

-t, --type=<2E ., > HEHZIE 1. BEET
--state=<k7,...> HKEFIE list-units [PATTERN ...] /42 EEERMAT
---message=<HZE> BRIEHMOTFRE list-sockets [PATTERN...] F|Hi#E&EMHMHsocketERHSET
---now HEMREREINAT list-timers [PATTERN...] P/HHEEFEMMtinersHBMHAT
-H, --host=<[user@]host[:port]> HidsshiZEHITHE is-active PATTERN... BESATZEEFRK

-a,--all M HFHNEFANET is-failed PATTERN... BERBAZELN
status [PATTERN...] &EHBHRETARE
show [PATTERN...] BEREBIFHETHMIE
cat PATTERN... BRETXHMAE
list-dependencies [UNIT...] FH&micingEihst
start PATTERN... BEi#T
stop PATTERN... XH#&T
reload PATTERN... E#f0&AE
restart PATTERN... ER$T
isolate UNIT BHRISTREEMKMAST, HtbRSBTEIXHE
daemon-reload E#FHM$systemd IR E
2. HEETXH
list-unit-files [PATTERN...] FlHBiF#TYH
enable UNIT..., enable PATH... HiFSEnTHERPHEHET
disable UNIT... ®H&T (Fe£asiREs, BaUFIRED)
reenable UNIT... ZHARRHEET
is-enabled UNIT... 2&E#E
edit UNIT... YRiRETIH
get-default BERFRKMIAER (RaVATHAEBER)
mask UNIT... BEnx (BLAmBH, hTEEFIRE) , unmaskRAEIRE
set-default TARGET iZEEIABHR
3. BEAL
is-system-running BREFRHFEITHKE
default #HEAEIABR
rescue HARGERER
halt {£#l,poweroff %#l,reboot HEfRE,suspend AL, hibernate (KR
switch-root ROOT [INIT] MREIB—MRXHRL

-t ZHURAEANAE T HRIuRE, KA MAES 7M. --state FRIHAE T HIUHIRE,
FICHIZRAUAE, IREWAHE. T4 systemctl --state=help EaREFHIRE.
NI, KRS %,

(1) FTE R C AR BRI ER H T

WAL EMNT systemetl list-units @4, FH List-units ZBUIARERIE. &%
I, 1% q B

(2) R4l ORGP RIS R . TT

(3) HIHZER N mount. socket HITEEKELIT:

[root@localhost ~]# systemctl -t mount,socket
(4) TIRZHLL network FFLIK#G:
EE: ULAAER network* & systemctl 4, MAZE S SHELL /), FrbA*aiZhn
HUFE\, 5 bash B52—ME@EFAAFMAZBEAST. XFE systemctl & miae ot

L
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R “network*” 1.
(5) BoREHRER O HIT:

[root@localhost ~]# systemctl list-sockets
(6) 157 sshd.service ¥t /& Hikk:

AR PRI R VRS .

(7) % gdm.service HITHIRE:

(8) W4l ORI IE R AR I B L. TC

(9) 7R dbus.service ¥ICHIMC B SN %5

(10) % sshd.service BIGHIAEBMS TG

K4 “systemd-analyze critical-chain”&E BRI\ FICHIKH B A B ockE

(11) “JB33h” HJ0 sshd.service:

FIGHIZRBIAE, “ 37 I8 SCRAR T, Bl anxd T R4 5oc, “JEsh 7 s T N 2P,
mixFFHEH AT, “Rsh” MAERENTX T . 5T stop. restart fil reload A[{E%k
AR EEfE . reload REHMEE, HBENTEHREXMHZ)E, reload @A KR E
HrHEE , Gl inFRAZ L T ngdnx PR S5 L, 28 )5 5t mT LARAT R IRy 238 51 nginx
B E . MR AT UL stop T start, EUE B restart, ALXFEAMS 45
B0 GUAN T U7 1] R R, 300 TRt & AR 8 R AR ™= R GUR Ut A2 Mt LA 1)

(12) BHBEE RS, #EAZR .

[root@localhost ~]# systemctl isolate multi-user.target

(13) BAERGHENBIE SRR

(14) B A= FR e

(15) FHAFLL time kBTG

34/110



[root@localhost ~]# systemctl list-unit-files time\*
(16) % sshd.service ¥.t:

B [ B TCAE N LAY 5 s 2 H Bl a2l
(17) 22H sshd.service ¥.J6, #ZEHKHEITAT LT A5

(18) Bt sound.target Hix, ¥EBFAIHICF LHIEES):

[root@localhost ~]# systemctl mask sound.target

(19) 8 multi-user.target ¥ NERIA Hb5:

[root@localhost ~]# systemctl set-default multi-user.target
XIHERTENZEREANAZHIENX, AHEIEERSE T . R
graphical.target WA\ HF, #ieEalEIE R,

(20) KEHERGIZITIRE:

BIERGNIBATIRES WL 1-4.

R 1-4 BERGNIBITRE
R & wooW B

initializing B3 M R B, B K # 15 basic.target . rescue.target. >0

emergency.target B

starting JRBN IR A B, BT 55 BAS & YGRS 25 R 2 AT I B, Bl TN T 3AV % >0
H bz

running SE4 A RS 0

degraded Z5L running RE&, BAEES T HILE BRI >0
maintenance BEN SR >0
stopping TEAESHL >0
offline R, HiE 1 SHEAR systemd >0
unknown REAT 5N >0
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degraded WAL LR IT S ) T8, XIS 7] H R Ay 2 TR iX 2 55 (1 Bt

[root@localhost ~]# systemctl --state=failed

RIGH 4 systemctl status ... i#E—HHE.

(21) EHFENERIAHFx:
WRABH T BN E AR, M BN, HREEE S 2T LUA R FE R H I .
(22) FHL:

[root@localhost ~]# systemctl poweroff

halt 2fFHl, reboot sEH/H. FHL5EIRHLII AR ATE AR B LA A B, b w] A
I T REM T AL, TR AUt AT T

(23) FHNF MR RS

REVIH I AT AR A2 /mnt Hag EHET — MR X KU 238H chroot.
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2 ARSELI

RS HAR S =R, R ThRE B AR VERE B AN~ RE H bn. Thfe H brid i fi2
K, LEIFE A R G SR AP BRI RE, 5 WAt @RI TERE AR
KA 55 RGP IO P R8N Be i 2 U D7 1 &, (RBLAZ RGPURRE ST, EH
IS SRV, B R G RE T 2 — 0 N IR . T RE H AR AR 55 1) 22 4x ik
ATRT I, 385 2 DA 9 7R &, PLUnll e RETH A FITE N =449, FRox—4FEN 99.9%
TN 1) Y TP AT LIRS SR R o 2 A 7 R85 P A (R R 55 2R 48— ABCEOR TR i /2 D RE S 1k
REABE H AR, AINERZ I, thln— A lEPE RGEARER IS, AHER AT, W
RGN R ANDIERIR AR EAE 2 2 LA N RIS RS, R B NBE/ME, Wk
THREAMEREAR T AL, (R WEE A AR AR by itk ol B =22 TLAUAL, IXFEIIIRAT R G0N

=M.

AT IR 55 BRI AL ThBE H b, PEBE HAs— B HRE Y CRATSERE. Sk
ARSEHD, SEI—ERRE PR ERIR T, RN By KBS, B =B R&E
o PR BB ERSTIEREUES] 2022 45 12 A1, BT EFIRS A IR AR LE
A2, N B VE R e, IR R ARSI (8] 5, IR A S IR ST i P BEAFAE
B Bl K A I A A R A R I B T, SRR S 5 M IR o S
=R

R IR E#RAE ip Hihlt A 192.168.192.20 (MLEE EidttT. N T IR E Z0E, Xt
T Cent0S 9, TEHERMMES AT & WK MA SELinux MR, H vim B
/etc/selinux/config 3C fF , #2 H 1@ [ SELINUX=enforcing & A
SELINUX=disabled, RJ5HHRIERG. 4 sestatus AILIAF SELinux HPIRE,
IR A “SELinux status: disabled” 7R SELinux B4k H.,
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2.1 F#EDSRS

fEZ% T Cent0S 9 MITHENL LSEHUN B F 2D, 2 ARH Rl 10, RUIRZ THEALE BRI,
L2 WA 2- 1,

T IR 55 2%

HELK

i 25 HL

B 2-1 B BREZD I P AR L

HAER RN XL R, 181764 timedatectl BE LRI X, X E ok, Bi%
J& Asia/Shanghai (CST, +0800) Hf[X, IR AXF, KHLL a4 iiE:

[root@localhost ~]# timedatectl set-timezone Asia/Shanghai

[root@localhost ~]# timedatectl
Local time: 11 2022-12-16 09:18:17 CST
Universal time: 1. 2022-12-16 01:18:17 UTC
RTC time: 11 2022-12-16 01:18:18
Time zone: Asia/Shanghai (CST, +0800)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no

1 B FERE AT chrony:

[root@localhost ~]# dnf dinstall chrony -y
[root@localhost ~]# vim /etc/chrony.conf

2.centos.pool.ntp.org iburst # DR I B e il

3 #UNR AR ZE 1 AP LA b, A B = K 0 1
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[root@localhost ~]# systemctl restart chronyd.service

[root@localhost ~]# systemctl --now enable chronyd.service

[root@localhost ~]# chronyc -a makestep # 3B [F] 25
[root@localhost ~]# chronyc sources -v
.-- Source mode 'A' = server, '=' = peer, '#' = local clock.
.- Source state '*' = current best, '+' = combined, '-' = not combined,
'x' = may be 1in error, '~' too variable, '?' = unusable.
-oxxxx [ yyyy 1 +/- zzzz
Reachability register (octal) -. xxxx = adjusted offset,
Log2 (Polling dinterval) --. | yyyy = measured offset,
\ | zzzz = estimated error.
\ \
Name/IP address ratum Poll Reach LastRx Last sample

tick.ntp.infomaniak.ch ! +7263us[+9360us] +/- 110ms
120.25.115.20 -61us[+2039us] +/- 13ms
- time.cloudflare.com 3 7 2 +45ms[ +45ms] +/- 145ms
? ntp6.flashdance.cx 3 42 -36ms[ -34ms] +/- 195ms

BAE, WMEILRGN A, BRRESHAIELR:

[root@localhost ~]# date 102108302021
20214 10 A 21 H AEHIY 08:30:00 CST

[root@localhost ~]# date #il— &) LEEER N, RIWFEL T
2022 4 12 A 16 H EHfi 09:12:07 CST

LI R 55 4% 10 X 2% SEIRPBROK, I TBBRANHEAR , FRATIAE P P 0% 2 ek ok Bl 55 8 EL SIS R B (] e
a4k, R erEmAEs, 1R AkMERTER ., 2 Rk, 15 ERAMER, ZH R 2-2.

l((.\}]
N\ G

i

JTph

Fef i 7 2 Ml 55 4%

13

R -
\
@

N\
/
"
/

25

2-2 N8R ED RS E K
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2.2 FTP fR5%

FTP (File Transfer Protocol) Hi@& i EHmtM I ERR, HTAFETHENLZ 81
L. ANFET SFTP A% SCARH, FTP ZHISCAEHRIN, P LASEE A € k5 R M A
BUEE, X ReTREMIAEE, @UULZE KR openssh #4 sftp % . 7E Linux L3k
W ftp ThEEE A4 ftpd. VSFTPD Fl ProFTPD £, H:f1 vsFTP (Very Secure FTP)

JE—HTE UNIX/Linux HaEH 24 HIUERER FTP i% 4. FHUHA vsFTPD 73
MELE, SR EFZE 50 MERA T, HPar 10 ANl bR FEocrE, 5 40 M
L N

1. 3% vsFTPD

SRIGIEINICE SC M Jete/vsTtpd/vsftpd. conf, FHfEANT A& BA PIERE.

[root@localhost ~]# vim /etc/vsftpd/vsftpd.conf
anonymous_enable=NO
dirmessage_enable=YES
ftpd_banner=Xl AR R ftp kss#E
guest_enable=YES
guest_username=vsftpduser

listen=NO

listen_ipv6=YES

local_enable=YES
pam_service_name=vsftpd
xferlog_enable=YES
connect_from_port_20=YES
xferlog_std_format=YES
user_config_dir=/etc/vsftpd/user_conf
local_umask=022
allow_writeable_chroot=YES

AR BTRATENTRARBINTR, ETRXESHNE L, ESEEL M nan 5
vsftpd.conf,

2. BMEMHFE

1) R NI — 2274 50 AU A S I E ORAFAE IR SO/ tmp /users. Tist
(FHEUTRM 4, BT H):

[root@localhost ~]# for((i=1;i<51;1i++)); do echo -e "ftpusers$i\npassword$i">>/tmp/users.list; done

P4 & ftpuserl. ftpuser2. ftpuser3 - - , By nl & passwordl.
password2----- . B{# vim /tmp/users.list

2) B DUSE A P BAR AL -
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3) AR S

[root@localhost ~]# db_load -T -t hash -f /tmp/users.list /etc/vsftpd/vsftpd_login.db

[root@localhost ~]# chmod 600 /etc/vsftpd/vsftpd_login.db
[root@localhost ~]J# rm -rf /tmp/users.list

3. BB

1) Gl R4 ) vsftpduser:

[root@localhost ~]# useradd -s /usr/sbin/nologin vsftpduser
2) NEA M E K H

[root@localhost ~]# for((i=1;1<51;i++)); do mkdir /home/vsftpduser/ftpusers$i; done

[root@localhost ~]# chown -R vsftpduser: /home/vsftpduser
[root@localhost ~]# chmod -R 700 /home/vsftpduser

A PRI H N /home/vsftpduser/ftpuserX, X=1,2,3,+,50.

3) RS RN B AC B S

[root@localhost ~]# mkdir /etc/vsftpd/user_conf && cd /etc/vsftpd/user_conf
[root@localhost user_conf]# for((i=1;i<51;i++)); do echo "anon_world_readable_only=NO">ftpusers$i; done
[root@localhost user_conf]# for((i=1; ;i++)); do echo "local_root=/home/vsftpduser/ftpusers$i">>ftpusers$i; done

(iR 2 N R D

[root@localhost user_conf]# for((i=1;i<11l;i++)); do echo -e \
"write_enable=YES\nanon_upload_enable=YES\nanon_mkdir_write_enable=YES\
\nanon_other_write_enable=YES">>ftpusers$i; done

4) TTEIE pam B % 5IHLH]

[root@localhost # echo "auth required pam_userdb.so d etc/vsftpd/vsftp ogin" >/etc/pam.d/vsftpd
[root@localhost # echo "account required pam_userdb.so db=/etc/vsftpd/vsftpd_login" >>/e

4, FE)F vsftpd FIR

[root@localhost ~]# systemctl restart vsftpd #HJH
[root@localhost ~]# systemctl status vsftpd # B RS
® vsftpd.service - Vsftpd ftp daemon
Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; d bled; vendor preset: disabled)
Active: active (running) since Fri 2022-12-16 10:28:34 CST; 6s ago
Process: 31650 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf (code=exited, status=0/SUCCESS)
Main PID: 31651 (vsftpd)
s: 1 (limit: 24524)

sftpd.service
r/sbin/vsftpd /etc/vsftpd/vsftpd.conf

[root@localhost ~]# dnf 1install ftp -y

[root@localhost ~]# ftp localhost

Connected to 127.0.0.1.

220 WIMHEAZEARAER :

Name (127.0.0.1:root): ftpuserl

331 Please specify the password.

Password: #4 NN passwordl
230 Login successful.

Remote system type is UNIX.
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Using binary mode to transfer files.

ftp>
RIS ftp MRSTavEN THERE, 5 TORWUAT BL AR RO 1 HA help 514
HR AT IR A 4 o

ftp> help
! dir mdelete qc site

$ disconnect mdir sendport size
account exit mget put status
append form mkdir pwd struct
ascii get mls quit system
bell glob mode quote sunique
binary IEN] modtime recv tenex
bye help mput reget tick
case idle newer rstatus trace
cd image nmap CentOSp type
cdup ipany nlist rename user
chmod ipv4 ntrans reset umask
close ipv6 open restart verbose
cr lcd prompt rmdir ?
delete s passive runique

debug macdef proxy send

ftp>

H g &GAE D (BUTAHAGA). dir (BRSSO, led (B84 H
). mkdir (FEMRS S EEIEH ). get CRESHE). put (EAEXH). KA help 1]
DURE A 2 S, e

ftp> help get
ftp> lcd /etc #IENAHT) Jete B
ftp> put profile # A& SCH profile
ftp> dir
200 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

1 2004 2004 665 Aug 26 17:07 123.txt

1 2004 2004 665 Aug 26 17:45 profile

226 Directory send OK.
ftp> lcd /tmp #AHHEN /tmp H 3%

ftp> get 123.txt A 123, txt
ftp> mkdir musics & 4 H % musics
ftp> cd musics #iE RS # 10

ftp> put beijing.mp3 ./beijingbeijing.mp3

ftp> exit

5. Windows ¥ ftp &/ ¥

Windows 10+ ERGHW T ftp M4, HEMHIT, %K 2-3. HIME WLHE
ftp & /i L EIEH Filezilla. Cyberduck #l FlashFXP, H Filezilla AMEL
FF ftp Whill, IB3CFF sftp Philde
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ES C\Windows\system32icmd.exe - ftp 192.162.0.21 - O X

K 2-3 Windows 10+ L ftp

6. M5

U il fp SRR RS ImIF P EOCHF I R R X R HP R fep &7 sy
FTPD fR55 45 20 I 1, SRS MIARE 74 (bbin ftpuser21) M#E S, ftpd HRs5as
EH B MEMALEIELS pam BHINERS (Z2HF 1 LK E o
pam_service_name=vsftpd), PAM \IERG A EAE L /etc/pam.d/vsftpd (&
i 3 ), HBHED /Jetc/vsftpd_login.db XFHEIR X NIHEY (3% 2
A, WA T H P HEEAAR, IBasti@Esm ftpd W4 SRy, ftpd k%
#HzHFE H PR EH X (2 FH 1 B P K R E I
user_config_dir=/etc/vsftpd/user_conf) FK5H "L MHFEME & XM (i
ftpuser21), BEiZH KK H3E (Ebin& /home/vsftpduser/ftpuser21), Rk
AN1Z B R IAE 5 EBRIRRAT “ ftp>”, WEinT LR 80 A& SR E T . 152 H K

R AE P
— AR L R
~ :

5 & _ o

PATIE R 2l g 2 B —

Jete/vsftpd.conf: fetc/pam.d/vsfipd: fete/vsftpd/vsftpd_login.db
pam_service_name=vsftpd db=/etc/vsftpd/vsftpd_login T

Kl 2-4 vsftpd @ FEERILHE
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2.3 DHCP fR%

DHCP Jy Dynamic Host Configuration Protocol M FH4iE, & ANshA TR
BN, FEIEE R RN RN S EC 48 S5 (I ip. . DNS 2625, J& TSk
P 26 R 55

— B HHENUR S A ShRCE W% S Hd e S I 2-5,
N

e o
§ |

Qo

DHCPAR 5528

1) #FHkDHCP

253 5 (( . )

'3
(QS. BN 2

Kl 2-5 H3hlCE M

HL28 E ShAC B 2% 1 7 AL IX R -
L.EPHLE ST #E “F-4k DHCP IR%54s” HIYH 2 (HE DHCPDiscover).
2 .DHCP k%5 a5k MM KA E SE (B P HLA] B E] 2 /> DHCP AR &5 #1240,

3K H A —E DHCP ARS8 RiEA 2 HIR ML B S50 B (— R RIEm
HB4 DHCP R%2%).

4 ,DHCP JRZ5#%iR [Rl AN TH 15 o

5.% WL E H CRIp%s.
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FIHTE CentOS 9 L#%% DHCP IR%, B4 BN Im—mM <, BN host-only,
A ERCE Ip AN 192.168.10.3, BN EHBENX Chost-only) W% N
192.168.10.0/24, W 5% 2-6 BHEEMHLKLN host-only W% (EdizEes “4
W/ >> RN S AR,

& Virtual Network Editor X
MName Type External Connection Host Connection  DHCP Subnet Address
VMnetd Bridged Realtek Gaming GbE Family ... - - -
VMnet1 Host-only - Connected Enabled 192.168.10.0
VMnets NAT NAT Connected Enabled 192.168.152.0
Add Network... Remove Network Rename Network. ..
WMnet Information

(") Bridged {connect VMs directly to the external network)
Bridged to: Realtek Gaming GbE Family Contraller Automatic Settings...
(") MAT (shared host's IP address with YMs) NAT Settings...

(®) Host-only (connect YMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnetl

Use local DHCF service to distribute IP address to VMs ] DHCP Settings... §
SubnetIP: | 192 . 168 . 10 . 0 Subnet mask: | 255 . 255 .255 . 0

Restore Defaults Import... Export... oK Cancel Apply Help

K 2-6 EAEELHLMNL

1. &%

[root@localhost ~]# dnf -y install dhcp-server dhcp-client

[root@localhost ~]# systemctl enable dhcpd.service

R4 ¥t dhepd.service, REGFEF 2 /usr/sbin/dhcpd, JEahERYT 67 S,
FRCE LM HF/etc/dhep, BT RGH T dhepd, AP ETTHTIZT dhep 5,
TR E e /etc/dhep/dhepd. conf Al Jetc/dhcp/dhcpd6. conf, Ja & & IPv6 .

2. BB

FER: RS E ML SH, 7F 192.168.10.201~192.168.10.224 JuE N
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B, IMATENCRFSIAR, ko2& 192.168.10.51~192.168.10.200, [HE ip
JiH /2 192.168.10.5~192.168.10.50.

FH vim 4w /etc/dhcp/dhcpd.conf, #AUWITHNZ:

DHCP Server Configuration file.
see /usr/share/doc/dhcp*/dhcpd.conf.example
see dhcpd.conf(5) man page

#A R SR

option domain-name "weisuan.com";

option domain-search "weisuan.com";

option domain-name-servers 202.96.128.86,8.8.8.8;
option routers 192.168.10.1;

option subnet-mask 255.255.255.0;
default-lease-time 600;

max-lease-time 7200;

log-facility local7;

#ARAE IR 55 75 R 1) MAC Hiubik SR e[ 52 ) i p R A4
group {
use-host-decl-names on;
host erp-server{ hardware ethernet 08:00:46:AC:A9:8E; fixed-address 192.168.10.201;}
host database-server{ hardware ethernet 00:0C:29:54:94:45; fixed-address 192.168.10.202;}
host webserver{ hardware ethernet 00:0c:29:dd:9a:48; fixed-address 192.168.10.205;}
}

#DAENLENS Ap:
subnet 192.168.10.0 netmask 255.255.255.0 {
range 192.168.10.51 192.168.10.200;

}
SCERINE, dp A MAC Huht EARIE SCPR LB 2. S ER dhepd RS

A N B2 B E dhepd BTG

[root@localhost ~]# systemctl s us -1 dhcpd.service
#EH 67

3. YR

BN RN CREIFRA B BHIML) E#in—I host-only MK, HA3NEHTEMN K&K
dhep B B, AEFHl. H windows XiUi% win+r, i services.msc H:[H %,
BEFkS %K 2-7 %M VMware DHCP A% .
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4 Services

File Action View Help

=5 E -

EXN 7 o1

. Services (Local)

{ ',g Services (Local)

VMware DHCP Service Name Description Status Startup Type *
£ WebClient Enables Windows-base... Manual (Tri
5 h . d 9
top the service . s .
Restart the service \.,‘I),.Web Account Manager Th\s.semcels used by ..  Running  Manual .
: Vvar WC rovides a out of ro... anua il
L5 WarplITS Provides a IIT f pi M | (Trig
{;}Ewampmysqldﬁd Manual
gi'ségptm”‘ for virtual 5 &, wampmariadb6d Manual
service for virtual networks. »&};wampapa(heﬁd Apache/2.4.46 (Winbd) ... Manual
».‘.‘-‘}EWallatSeNice Hosts objects used by cl... Manual
-&');Vulumetri( Audio Compositer Service Hosts spatial analysis fo... Manual
»S;:);\fnlume Shadow Copy Manages and impleme... Manual

Arbitraticn and enumer... Running  Automatic

\,‘.E;*;VMware USE Arbitration Service

ce for virtual. Automatic:

5 VMware Authorization Service
-E;:);VlrtuaIBax system service

G4 Virtual Disk

ﬁ};User Profile Service

Authaorization and auth..  Running  Automatic
Used as a COM serverf... Manual
Provides management ... Manual

This service is responsib..  Running  Automatic

»E,:);User Manager User Manager provides ...  Running  Automatic
».‘.:};User Experience Virtualization Service Provides support for ap... Disabled
{;};UserData Storage_92ddb Handles storage of stru... Manual
»E,:);User Data Access_S2ddb Provides apps access to .. Manual
».‘.'-‘I)EUPHP Device Host Allows UPnP devices to ... Manual

i€k Undate Orchestrator Service Manaaes Windows Upd... Runnina  Automatic ([ ¥
< >

Extended /( Standard /

K 2-7 %[ VMware DHCP fiR%

Jazh B RN, BEM RS EHNACE ip, AR B EINLE host-only MR
MAC Ml h 08:00:46:AC:A9:8E (%K 2-8 FrnidfE), HHEER LR HINLE
T dip Huhk 192.168.10.201 . MAC Hb it 08:00:46:AC:A9:8E 5 +ip it
192.168.10.201 XN KRSHEAIHA “2. BE”.
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Hardware  Options
. Device status
Device Summary
E=Memory 3GB - =
Processors 4 Connect at power on
=4 Hard Disk (NVMe) 54 GB _
[\Hard Disk 2 (\vMe)  32GB Network connection
[§ ) CD/OVD (IDE) Using file C:\Usersimoodisk), .. (O Bridged: Connected directly to the physical network
"L Network Adapter NAT Repl tion state
S Netwark Adapter 2 Host-only _
[JUsB Controller Present (_JMAT: Used to share the host's IP address
cli Sound Card Auto detect (®) Host-only: A private network shared with the host
[Clpispla Auto detect .
= oepay Metwork Adapter Advanced Settings X
Incoming Transfer
Bandwidth: Unlimited e
Kbps: = 2
Packet Loss (%): |0.0 e LAN Segments...
Latency (ms): 0 e
Qutgoing Transfer
Bandwidth: Unlimited e
Kbps: =
Packet Loss (%): |0.0 e
Latency (ms): 0 e
I:~‘IAC Address 3
[[08:00:46:AC:A9:5E] || cenerate
[ |
4 Cancel Help
Add... Remove
oK Cancel Help

2-8 MBS MAC Hiuhk

KH ip a &FEMME, ERWE 2-9 Fin, BaHIRE T 10.3.100.201.

B roct@nfs-server:~ - m} x

len 1000

n 1000

n 1000

Kl 2-9 BEMFKR ip
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2.4 DNS RS

SEYIH . F5%E DNS ARkSS, JFFREMpT— 4.

W4 K% (domain name service, DNS) EESEMIXFERIES: FIRAZEW ip Hobk,
BCE A ip A4 . DNS J& T LA 4 ks, 7RI B A3 8 B AR

2.4.1 AR

AT i I 1 4 SRy il R, % 40 www . goog le . com FIIR A T1d12, (ERTHENIRE
HAeifid ip Mok A Revs v Xk il 55 4%, A4 R BRI G p kb2 DNS k55 2% 0) =
BIRe—— A A AN (BUERD, mEEZHE 2-9. KAt 2l ip ik
WA, X2 DNS MRS A —NKED e, RAER W2 Wb i A i) =S 7
M4, HAfE www . godaddy . com EiFEM www. weisuan. com 344 FH 5523 E], H
MRESIK =6 LMK vps, ip Hillh/& 59.188.87.107; 7F DNS HRE 21 n—4% A id
X “www.weisuan.com A 59.188.87.107”7 (B3 www.godaddy.com #1E),
X AFEAE T N V5 ) www.weisuan.com K b B DNS AR 4% #8% #8 & @ #7 2] 4p Hbdk
59.188.87.107, XMHUEHLZEN vps, R HUBAEAR B .

At # Erisgsas+Jice 2, mamESsMERMST EJi G DNS kS s AR
%, KRS LA R RE L2 ) FRRR, AT /INKRR, BARGBELR, EA4
RGAFRFR. P {E—G DNS IS4 LI T A a3k, 8 2 B0 e 5 4 fe IR AT,
JER DR HE BTN A G0 3% [F] 25 B H A 10 32 B AR RN 2247 IR 55 4% 5 BEAE SR B0/ INI (R 1]
WA XS A RILfFE DNS T EHE B/ FRR RN ? KEMN ARG U, A
www . weisuan. com H5E R EIE N 1Z & www . weisuan. com. , i g — . Pra X

K R SR BRI AL AR — BRI, 2 0L 2-10.,
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. R

com edu gov ch net org HiAthy ThI 35,
google com gov edu Ak
www qdx abc xmu gdpi T3,

FEAHL
ftp www mai | EHL

K] 2-10 4RI 451

fEE 2-10 1, L7 BN TR AN AL BT A R4,
www. gdpi.edu.cn.. www.google.com.. ftp.gdpi.edu.cn.%% ., &F—Z&HAET
& DNS R&#EH, E—ZATiEH T —ZRSHIEE . X2 Mg & M4
MG, ELanf# i 4s www . veryopen.org. IR XFER): BAME “. 7, FitH
R DNS 5528 E & WL 1 STAT org TN DNS RS54 ip Hidik, 2R 5 i8S org
XN DNS fR45#s (B — 20 £ 4 DNS k%23%) &ML 1N T veryopen —2%
B4 %) DNS IR 5251 1p ik, f 5 FRidd 74 DNS iRk%5 28 £ & ENLA N www X & F
HLK#EIEICSE, M3 %] www . veryopen.org. [f] IP Hiht. FATAT L@ dig +trace

www . veryopen.org. i 2 KIEEEEA DNS Eiff ()i 4.

[root@localhost ~]# dig +trace www.veryopen.org.

5 <<>> DiG 9.16.23-RH <<>> +trace www.veryopen.org.
55 global options: +cmd
0 IN NS
IN NS
IN NS
IN NS
IN NS
IN NS
IN NS
IN NS
IN NS
IN NS
IN NS
IN NS
IN NS

=

.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.
.root-servers.net.

5
5
5
5
5
5
5
5
5
5
5
5
5

Q U ha T T AXD ~ 0O

55 Received 525 bytes from 192.168.192.2#53(192.168.192.2) 1in 2014 ms

org. 172800 1IN NS a2.org.afilias-nst.info.

51/110



org. 172800 1IN NS cO.org.afilias-nst.
org. 172800 1IN NS b2.org.afilias-nst.
org. 172800 1IN NS a0.org.afilias-nst.
org. 172800 1IN NS do.org.afilias-nst.

172800 1IN NS bo.org.afilias-nst.

55 Received 816 bytes from 192.36.148.17#53(7.root-servers.net) in

veryopen.org. 3600 IN NS ns67.domaincontrol.

veryopen.org. 3600 IN NS ns68.domaincontrol.

;5 Received 601 bytes from 199.19.56.1#53(a0@.org.afilias-nst.info)
www.veryopen.org. 3600 IN CNAME veryopen.org.
veryopen.org. 3600 IN A 34.133.211.54
veryopen.org. 3600 IN NS ns68.domaincontrol.com.

veryopen.org. 3600 IN NS ns67.domaincontrol.com.
;5 Received 130 bytes from 173.201.71.44#53(ns68.domaincontrol.com) in 121 ms

TATEREEA DNS B R 2RI WG B2 —B — B &), . root DNS-sorg
DNS>veryopen DNS-www. & 2-11 1RUFHIERE 13842 ISR FE GRIFMTIE 215
HAmgED
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>
A< HiDNS H 0

55 4%

FETFRAREER 8

IR S5

(veryopen. org)

PCE /ML
FH PN

WWW. veryopen. org

il‘
5 2

(www. veryopen. org)

K 2-11 4B T

N1 IR AT RS, 4TI DNS RS E#0A At fE M DhRe, thin R ZEZ A NiER
.com 44, JEA A DNS IR &R ZEA7 | TGRS 25 ip Mk, WRiA NE &
kit . veryopen.org I8 4, I A A DNS AR S5 285047 T ISR 552311 i p dthdik,
WHERAEANCEVi L www. veryopen.org Pk, A4 DNS IR #A1TH P H A RITHHE
WURGZAE T IS A0 R A p bk, US PR VT R IX AN A, A DNS k4548 Bz B] i p,
MRAAH 18 R AD DNS RE548, T DA A2 M (s FEAR P . 53 40 FH P A n] DA 42 Ax
N ip #INE PC &L hosts XfFH (Linux Fit/etc/hosts, Windows K&
C:\windows\system32\drivers\etc\hosts ) , iX ¥ 7€ #t PC #l L ¥ %
www.veryopen.org B HRAA G R A DNS %525 . 7] K My 24E /etc/hosts
ST I —AT -

g il 3% 53/110 NG www. veryopen. org



[root@localhost ~]# echo “www.veryopen.org 59.188.87.107” >>/etc/hosts

2.4.2 HiRicF

DNS JiR55 %8 (s B E I %5105 (RR=Resource Record) HI# R TIRE, RR A
I RERSARATAE 4 B TP bbb Xt R oe &R, B REARFFHAMIR 2 1015 2 o — 2% RR ICF MM 202
NAME CLASS TYPE RDATA

ot NAME $8 M4, CLASS 485200 GEHESET IN, B Internet), TYPE fRic=mIk
A, RDATA 18 EAAKIME R . W R — 29 WA IR0 3%

veryopen.org. IN A 59.188.87.107
mail IN A 192.168.1.2

www IN CNAME weisuan.com.
IN MX 10 mail.gmail.com.

F2-1 FF 7w WL RS A TYPE,

% 2-1 DNS ®FAAY

s bt BiH
1 A IPV4 itk
2 AAAA IPVe Hidik
3 MX [{IEERTAS
4 CNAME GIEA
5 PTR ekt CHFRAIfET, BIh 9p thhkArifik4)
6 SRV R 55 BRI %
7 NS A S5 A i R

ALK “dig -t TYPE 3487 SR&EW ML R, .

[root@localhost ~]# dig -t A www.baidu.com

5 <<>> DiG 9.16.23-RH <<>> -t A www.baidu.com
55 global options: +cmd

;5 Got answer:

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45916

55 flags: gqr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

55 OPT PSEUDOSECTION:
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5 EDNS: version: 0, flags:; MBZ: 0x0005, udp: 4096
58 STION SECTION:
swww. baidu.com. IN A

;5 ANSWER SECTION:
baidu.com. CNAME www.a.shifen.com.
shifen.com. A 163.177.151.109
shifen.com. A 163.177.151.110

;5 Query time: 2025 msec

55 SERVER: 192.168.192.2#53(192.168.192.2)
;5 WHEN: Fri Dec 16 16:18:42 CST 2022

;5 MSG SIZE rcvd: 101

2.4.3 RIEFMBEE DNS

BAE Cent0S 9 #E#E—A T DNS IR%2%, RAZLHK bind FFFRHM, RIFICRRAT
TS . ANYEEANLEZSH ip N 192.168.192.20,

1. &%

[root@localhost ~]# dnf -y dinstall bind bind-chroot bind-utils

[root@localhost ~]# systemctl --now enable named-chroot.service HIHOE I BT
DNS R4 2 bind, bind-utils ZRCE TH, 1M bind-chroot /& chroot ¥
——ilk bind BATEH AP E (IR DI EZ 4. DNS 55 /& named-
chroot.service, X MNRGFEF /2 /usr/sbin/named, E31EEWIT 53 S, %
3 bind I EZNAIE T RGH ) named, BLH P& 1T RIZ1T DNS RS 3#EFE.

2. BB

il B A4 & /etc/named.conf fll/etc/named.rfcl912.zones. FIFICHIEGFEHF
/var/named N &N . AT ZERIL, bind BATENKAE (R
/var/named/chroot), FFPARCE A HFSA T, WRs:

/var /named/chroot/etc/named.conf
/var/named/chroot/etc/named.rfcl912.zones
/var/named/chroot/var/named

AT O AR PR ST E SR 2SR mount ir 40 5 BIAR SCH R G PR N 1 SR E 31,
W Sc Ak /var /named/chroot/etc/named. conf &ii& % I 14 240 & 1 :

[root@localhost ~]# touch /var/named/chroot/etc/named.conf T

55/110



[root@localhost ~]# mount --bind /etc/named.conf /var/named/chroot/etc/named.conf
XFEEH /etc/named. conf Z T8 T /var/named/chroot/etc/named.conf,
NEATRF—A 3

B 54 /etc/named. conf, AR NI NS EAE

listen-on port 53 { any; };

allow-query

{ any

&% /var /named/chroot/etc/named.rfcl912.zones, FEXHARBRIMN T HFINE:

zone "weisuan.com" IN {

};

type master;

file "weisuan.local";
allow-update { none; };

zone "0.168.192.1in-addr.arpa" IN {

};

type master;

file "weisuan.zone";
allow-update { none; };

T SR g AR AN %R S0 wedsuan. local A1 wedisuan. zone.

/var/named/chroot/var/named/weisuan.local 3 /ARIHN AT

$TTL 1D ;AEfFHIAN 1 K

@

i

IN SOA

3

ns.weisuan.com.

root.weisuan.com.

(0]
1D
1H
1w
3H )

ns.weisuan.com.
192.168.0.100
192.168.0.100
192.168.0.100

www

192.168.0.101
192.168.0.100

fix = 1A

fi M

)
)
)
)
’

» R

M

fFIF T 3 /N

W

ﬁﬁ

/var/named/chroot/var/named/weisuan.zone XCHERIN AL T

$TTL 1D

@

IN SOA

ns.weisuan.com.

root.weisuan.com. (

(0]
1D
1H
1w
3H )

ns.weisuan.com.
192.168.0.100

www.weisuan.com.
ftp.weisuan.com.
wwwl.weisuan.com.
video.weisuan.com.
mail.weisuan.com.

; serial
; refresh
5 retry

5 expire
5 minimum

XA BHRSCAF R EGE SEOR FENT, BIE ip Al .

BIFECE A G A LR 54 named-checkconf 1 named-checkzone #2151,
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-

[root@localhost ~]# named-checkconf /var/named/chroot/etc/named.conf
[root@localhost ~]# named-checkzone weisuan.com /var/named/chroot/var/named/weisuan.local
zone weisuan.com/IN: loaded serial 0

OK

[root@localhost ~]# named-checkzone weisuan.zone /var/named/chroot/var/named/weisuan.zone
zone weisuan.zone/IN: loaded serial 0

OK

ESOFTIN T P AS B S AR PR -

[root@localhost ~]# chmod o-rwx,g+r /var/named/chroot/var/named/*

[root@localhost ~]# chgrp named /var/named/chroot/var/named/*
5 JA5) DNS k%%, named 2 %R AR /var /named/chroot/ B3k, RS54 E2HL
fic B X 1 /etc/named.conf (F & : £ AR B X F, i I #4xp

/var/named/chroot/etc/named.conf):

[root@localhost ~]# systemctl restart named-chroot.service #H J5 DNS R4

RS, 4T 4 systemctl status -1 named-chroot.service BHEH IR
2 g

HiGo

R —G%ET Tinux BFENL E23% bind-utils, LS M4 nslookup, AJE
BCE DNS 5548y 192.168.192.20, AJFiafrar4 nslookup 4ok 1E [m) Al A i 2
BRI A Linux FiEaf#ff#54 host www.weisuan.comB{ host 192.168.0.100,
AR ip, JEE R4 .

[root@nfs-server ~]# nslookup
> www.weisuan.com

Server: 192.168.192.20
Address: 192.168.192.20#53

Name: www .weisuan.com

Address: 192.168.0.100

> 192.168.0.100

100.0.168.192.1in-addr.arpa name ftp.weisuan.com.
100.0.168.192.1in-addr.arpa name .weisuan.com.
100.0.168.192.1in-addr.arpa name veisuan.com.

100.0.168.192.1in-addr.arpa name leo.weisuan.com.
> exit

[root@nfs-server ~]# host www.weisuan.com
www.weisuan.com has address 192.168.0.100

[root@nfs-server ~]# host 192.168.0.100
100.0.168.192.19n-addr.arpa domain name pointer www.weisuan.com.
100.0.168.192.19n-addr.arpa domain name pointer ftp.weisuan.com.
100.0.168.192.1in-addr.arpa domain name pointer wwwl isuan.com.
100.0.168.192.19n-addr.arpa domain name pointer video.weisuan.com.
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2.5 PMub RS

SLUIHE: 2% T Cent0S 9 MITHHENL LIEE LAMP MG R 58, SRS 72N % a8 BLAEST T
—NERS I TN — B R TT

2.5.1 [EEN

WA Lo R AS MBS Rl F58M TOCER /S HTML/ Javascript/CSS wfid o, 4 f
P EERAS W TURS, ARES 48B30 html W TSRt sk, BRIt = R R B 2 — R, B
WA E A, BAZ. B 2-13 R 7AW L,

34.133.211.54 o WWWER %%
® - &

@ h

iﬁﬁhtmlj{ﬂi (fmindex. html)

B 2-13 0] WE i A I oL g i

BATED UG 28 A NI (344 ) www. veropen.org J£1% Enter 8, & L& 2 511
WA, B 10.11 HiO. @, 0. @FRIHEN A MM, A ET AMidiz, EEit
NLSERR AR dp Mk Uy e Rk RS AE ), DNS RS A5 EE DRt 2 B il 4 S
ip HERIRT RO R, U B IR A dp BR E R TP bk

AT ARS8 ER R, WREFATLUA C. bash. php. Java. Python Z4mfiiE =
5, MNMITERE TR php 8 python K45 2N M TTCHF. 4 RIS 5T
SCARRT, BRSSARI BHATIX AN TS SERR RRURFET ), AT RIS R A R e
HLI A W TS, SR RSS2 AR AN HTML SCEER A FH P, WA I HTML ST AR AE
WAFE, AR . HTHPERIMANEREFIATIER, 725 0] LA ) 2 22 4

58/110



e e Ay, PR P B S R — A U] RERRCR BTN B AR B 2-14 JRoR T
P S ah 28 R TR A

www. moodisk. com

PATEIEM T L
218. 64. 88. 222 # (i index. ohp)
It B A B RS R
218. 64. 88. 222:80 @
® = Q

e o e 0 €
L e #Ahtnl CA

Bl 2-14 3 b3 P 5T AR

LAMP (Linux + Apache + MariaDB + Php/Python) Mu5EM: H i &iiiT, 7R E
L2 R E R R T E S 2 1. Apache (FTIAZT) & web R4S 2%, A4 RN, o
LR, WP WA apache WAL EIFARHE ngnix ARS8 GRS ELF 2
LNMP), PEREFR T AN, HRZ Wiy il & 5 KA J LA Wl #8 2 R ngnix, apache Hll ngnix
P B SRR AH LA K . MariaDB 2 —/ME/ME TR ITTHIEEAEE, A MySQL 5 4k A .
php ZAFF AT I T4 5 3h &M TR IIATE 5, HoAh 8 EEAURAT B IAE F I8 python.
perl %, facebook. . google Z KM uifl Odoo REHFE T python 15 TT
R

2.5.2 ¥ERETE

1. #LTIE

PL root A& Linux, AAEHITI N4 E ENL4 N webserver . .mine. com:

[root@localhost ~]# hostnamectl set-hostname webserver.mine.com

[root@localhost ~]# echo "127.0.0.1 webserver.mine.com" >> /etc/hosts
[root@localhost ~]# shutdown -r now
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AR APLE Ip A 192.168.192.20,

2.%%: apache

[root@localhost dnf dinstall httpd -y
[root@localhost systemctl --now enable httpd
[root@localhost ss -antpl | grep httpd

LISTEN © 511 * : use ("httpd", pid i=4) , ("httpd",pid i=4) , ("httpd",pid fd=4) , ("httpd"

[root@webserver ps -ef|grep httpd

root 2856 1 0 19:16 ? :00:00 /usr/sbin/httpd -DFOREGROUND
apache 2857 2856 0 19:16 ? :00:00 /usr/sbin/httpd -DFOREGROUND
apache 2858 2856 0 19:16 ? :00:00 /usr/sbin/httpd -DFOREGROUND
apache 2859 2856 0 19:16 ? :00:00 /usr/sbin/httpd -DFOREGROUND
apache 2860 2856 0 19:16 ? :00:00 /usr/sbin/httpd -DFOREGROUND

AT T3 1 80, JEBN T IUAS httpd #FE, XFELHG K T I K. /& apache H iz
17 httpd # 2, 7fE% % apache B &= H 3G E apache A /. HATHEH XK
http://192.168.192.20 gl LLEF|MWE 2-15 Fra P ERNFRAS T 1.

HTTP Server Test Page powered by ( X+ ~ = o X

« c O & 192168.192.20 il m =

13

This page is used to test the proper operation of the HTTP server after it has been installed. If you can read this
page it means that this site is working properly. This server is powered by CentOS.

If you are a member of the general public:  If you are the website administrator:

The website you just visited is either experiencing problems or is You may now add content to the webroot directory. Note that until
undergoing routine maintenance. you do so, people visiting your website will see this page, and not

. L . ) your content.
If you would like to let the administrators of this website know that

you've seen this page instead of the page you expected, you should For systems using the Apache HTTP Server: You may now add

send them e-mail. In general, mail sent to the name "webmaster” content to the directory /var/wan/html/. Note that until you do so,
and directed to the website's domain should reach the appropriate people visiting your website will see this page, and not your
person. content. To prevent this page from ever being used, follow the

instructions in the file /&

ttpd/conf.d/welcome. conf.

For example, if you experienced problems while visiting

www.example.com, you should send e-mail to For systems using NGINX: You should now put your content in a

"webmaster@example.com’” location of your choice and edit the root configuration directive in
the nginx configuration file /etc/nginx/nginx. conf.

=™ CentOS Stream 9

Kl 2-15 Apache %45 BRI TUH

ERINMI T H 342 /var /www/html, §&M T2 index . html. apache M ERLE X
1N /etc/httpd/conf/httpd.conf, MuliIHlC & CH-7E/etc/httpd/conf.d H%
e BT, BER vim g /var /www/html/index.html i, HAESA:
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<hl1>Hello Apache!</h1>

SRIGRIE I, 7T LAE %] Hello Apache!, ZILH 2-16.

192.168.192.20/ x r =

&« G O & 192.168.192.20 o D »

Hello Apache!

K 2-16 REME—NERS T

3. %% php
[root@webserver ~]# dnf install php php-mysqlnd -y #2234 php
[root@webserver ~]# php -v #5F5 Php [IRAS
PHP 8.0.20 (cli) (built: Jun
Copyright (c) The PHP Group
Zend Engine v4.0.20, Copyright (c) Zend Technologies
with Zend OPcache v8.0.20, Copyright (c), by Zend Technologies

8 2022 00:33:06) ( NTS gcc x86_64 )

#H5J5 web IR%

[root@webserver ~]# systemctl restart httpd

FAE/var /www/html H3& FREshAM I info.php, WAL

<?php

phpinfo();
2>

ARGV HE http://192.168.192.20/info. php, Mi%E F & 2-17 Fix K HE i,

o WIAIFE 22 (R SCHF php ZhaA R T
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PHP 8.0.20 - phpinfa() X + e ]
&« © QO & 192.168.192.20/info.php s ® W
System Linux webservermine.com 5.14.0-210.e19.x86_64 #1 SMP PREEMPT_DYNAMIC Fri Dec 9 20:01:51 UTC 2022
xB6_64
Build Date Jun 8 2022 00:33:06

Build System

CentOS Stream release 9

Build Provider CentOS

Compiler gce (GCC) 11.3.1 20220421 (Red Hat 11.3.1-2)
Architecture ¥B6_B4

Server APl FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File letciphp.ini

Scan this dir for additional .ini files letciphp.d

Additional .ini files parsed

fetc/php.d0-opcache.ini, fetc/php.di20-bz2.ini, /etciphp.di20-calendar.ini, /etciphp.d/20-ctype. ini, fetc/php. di20-
curl.ini, fetc/php.d/20-dom.ini, /etc/php.d/20-exif.ini, fetc/php.di20-fileinfo.ini, fetc/php.d/20-ftp.ini, /etc/php.d/20-
gettext.ini, fetciphp.d/20-iconvini, fetc/php.di20-mbstring.ini, /etc/php. di20-mys qind.ini, /etc/php.df20-pdo.ini,
fetc/php.di20-pharini, /etc/php.d/20-simplexmlini, /etc/php.df20-sockets.ini, fetc/php.d/20-sglite3.ini, /etc/php.d
120-tokenizer.ini, fetc/php.d/20-xml.ini, fetciphp.d/20-xmiwriterini, fetc/php.di20-xsLini, fetc/php.d/30-mysaqli.ini,
Jetc/php.di30-pdo_mysql.ini, fetc/php.d/30-pdo_sqlite.ini, fetc/php.di30-xmireaderini

PHP API 20200930
PHP Extension 20200930
Zend Extension 420200930

Zend Extension Build

API1420200930 NTS

PHP Extension Build

API20200930,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring
IPvE Support enabled

DTrace Support available, disabled

Registered PHP Streams

hitps, fips, compress zlib, php, file, glob, data, hitp, fp, compress.bzip2, phar

Registered Stream Socket Transports

tcp, udp, unix, udg, ssl, tis, tsv1.0, tisv1.1, tsvl 2, tisvi.3

Registered Stream Filters

Zlib.*, string.rot13, string.toupper, string tolower, convert®, consumed, dechunk, bzip2* converticom:™®

This program makes use of the Zend Scripting Language Engine
Zend Engine v4.0.20, Copyright (c) Zend Technologies
with Zend OPcache v8.0.20, Copyright (c), by Zend Technologies

zendengine

Configuration

LN

4., ¥ MariaDB B E

K 2-17 php FHEMI

[root@webserver ~]# dnf dinstall mariadb-server -y
[root@webserver ~]# systemctl --now enable mariadb
[root@webserver ~]# mariadb-secure-installation
Enter current password for root (enter for none
Switch to unix_socket authentication

Change the root password?
Remove anonymous users?

LY/n]

Disallow root login remotely?

Remove test database

and

Reload privilege tables now?

[root@webserver ~]# mariadb

lelcome to the

Your

MariaDB
MariaDB connection 1id

is

[Y/n]

[Y/n] n
n

LY/n]

EICEESS

to 1

[Y/n]

[Y/n]

WIEE R R R B EAR I, PAT FHEI AL

monitor.

9

Commands end with

5 or \g.
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Server version: 10.5.16-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> show databases;

| information_schema
| mysql
| performance_schema |

MariaDB [(none)]> use mysql;
Database changed

MariaDB [mysql]> quit
Bye

W HIIERIT MariaDB [ (none) 1> EFMII, A sql iBH) show databases
BEOAMEIEE, MINES use mysql #17F mysql ¥/, HNER quit B HEEE
.

5. FE—AME

— BRI LUBCE 2 AW, B Wi B RS T, AS [ AR o sl e ol A ] sk A2 SRy
], AN MR B H 3%, e www. wedsuan. com 344 19 T ST AR LR
/var /www/weisuancom H3F, www.veryopen.org X /var/www/veryopenorg
H, 555, TP RBATRECE — N EMEN: MR www.weisuan.com 4, HxE

/var /www/weisuancom.

Bl E 0t /ete/httpd/conf.d/weisuancom.conf, FAUITF A Z:

<VirtualHost *:80>
ServerName www.weisuan.com
DocumentRoot /var/www/weisuancom
DirectoryIndex index.php index.html
</VirtualHost>

IXANHCE SO T M4 5k H X R o R, B PR www.weisuan. com
i, RS #e2:F] /var /www/weisuancom H 3¢ 54840 R 1R TS0 & Bl B .

[root@webserver ~]# mkdir /var/www/weisuancom # G123l of B H S5
% /var /www/weisuancom/index.php 3, AT KN E:

<?php

echo "<h1>XZ&EAIzHAEME, HE! </h1>";
2>

PAAT 7T T 01 Ay {6 ]t P A R -
12 P E AL B B 34 www.weisuan.com fif AT B IR & #8 00 dip Mk
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192.168.192.20 L/ N Windows ; T X
c:\windows\System32\drivers\etc\hosts &K EW N T Frni—47:

AR Linux, WTE/etc/hosts XSG ERE ) —4T A RIH] .

G http://www.weisuan.com Wbt fE A “X ARSI, H,

RE S LW IHEER — & TR G0 5 2 Rl B2 AL

0

6. 95V HHEER TR
FEXHE PF i P AR R P

[root@webserver ~]# mariadb
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> CREATE DATABASE abc_db CHARACTER SET utf8;
Query OK, 1 row affected (0.000 sec)

MariaDB [(none)]> use abc_db;
Database changed
MariaDB [abc_db]> CREATE TABLE student(
-> id CHAR(15),
-> name CHAR(12),
-> age SMALLINT
> )5
Query OK, 0 rows affected (0.004 sec)

MariaDB [abc_db]> INSERT INTO student VALUES('2021098223','5K—"',20);
Query OK, 1 row affected (0.002 sec)

MariaDB [abc_db]> INSERT INTO student VALUES('2021098085','Z:[[',21);
Query OK, 1 row affected (0.002 sec)

MariaDB [abc_db]> SELECT * FROM student;
——————————— et TS
| name

| 20210982
| 2021098085

23

2 rows in set (0.000 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON abc_db.* TO 'alice'@'localhost' IDENTIFIED BY 'Alb2C3';
Query OK, 0 rows affected (0.001 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON abc_db.* TO 'alice'@'%' IDENTIFIED BY 'A1lb2C3';
Query OK, 0 rows affected (0.000 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.000 sec)

MariaDB [(none)]> exit
Bye

B1# T abc_db, F N student, RHPFHAN THKICHE, BIE TEIEEH T alice, &
fih A1b2C3,
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N gRE php T :

[root@webserver ~]# vim /var/www/weisuancom/index.php
<!DOCTYPE html>
<html>

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>EMBE BB </ title>

</head>

<body>
<?php
Shost = "localhost";
Suser = "alice";
$password = "A1lb2C3";
$db = "abc_db";
$port = 3306;

$dbconnect = mysqli_connect($Shost, $user, $password, $db, $port);
if ($dbconnect->connect_error) {
die ("# EEESRM . " . $dbconnect->connect_error);
}
mysqli_set_charset($dbconnect, "utf8");
7>
<table border="1" align="center">

<caption>*#E{5E &< /caption>
<thead>

</thead>
<tbody>
<?php
$query = mysqli_query($Sdbconnect, "SELECT * FROM student") or
die(mysqli_error($dbconnect));
while ($row = mysqli_fetch_array(Squery)) {
echo "
<tr>
<td>{S$row['id']}</td>
<td>{S$row['name']}</td>
<td>{Srow['age']}</td>
</tr>"y
}
?>
</tbody>
</table>
</body>

</html>

FERB Y www . weisuan. com, ZCRWE 2-18.

ENE—A TSI x|+ v - o x

&« &} O 8 www.weisuan.com 7 o m

FHERE

F5 M S
2021098223 3= |20

2021098085 2= |21

Kl 2-18 vy in] Bk 2 1) LT
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2.6 M4BT R Y% NFS

SN H B 8 nfs iRkS5as, FFibz L.

2.6.1 NFS 48

MRG0 (Network File System, NFS) ##T IP ¥hilz b, HIKMAMAGA A
T 1984 R SEMRMT, HERTEZSE T UNIX B R GBI 7] SE I G SO 3t
T, EARPRUEN) C/S ZEM——NFS BR& 235 (export) iERASLZH S, 2% i
A (mount) & FEIGER M H 3%, FEINEk B At 23 1\ 2o A7 T VFS GRS RS0
R, IXFERAR VT R AR B SO (T B, 2 W8] 2-19. R NFS H A B il
i, HRERIEIE KM ARG AR EAELLET, # oracle AFWIE, HATBYRZ AL
W1 AL NFS4.0 LARTIRRASAFAEERE BRI, NFS HATARER 1 4.1 A, MR
4 & pNFS 1, HPJfAT NFS.

SE /7 diiy
$:4k/usr/dirs

fusr/dirs

e 7=
NFS% /5 NFS% /i3
4k /opt/shareHl/usr/dirs +E4%/opt/share

K] 2-19 NFS lk&#fmit H 5% 7 ki
2.6.2 EE NFS

ERE—A NFS AR i, HFREE NFS MRS RIAT, &P um A AR sl . Bk nfs
AR5 2810 Ip bk 192.168.192.20.
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1. &% NFS:

218 9 SCHENFS 4.1. ZRIANFS RSO L, ML “rpm -ga nfs\*” &%
CARI MM, WREA R, MPAT IR a2 3T 2%
SREPAT PRI 2 30E nfs-server kRS I0Hl rpcbind B O ¥IT, FE3EA]:

[root@webserver ~]# systemctl --now enable nfs-server rpcbind.socket

[root@webserver ~]# cat /proc/fs/nfsd/versions #IGET SRR nfs FiUAS
-2 +3 +4 +4.1 +4.2 #RIIAFESCHRF 2 TS
[root@webserver ~]# useradd nfsuser -u 1036 -g kvm #BJZH J' nfsuser

2. FgE NFS:

T E A A SN B C: /ete /exports W, —irEit— AN HEHE, FTRKBRT,
IXAER Pt sk v] DL Se g I H 3 T .

Hx [-(81,2%2,)] ZIOENIIU(SHL,ZH2,) ZFPEHN23%1,5%82,)

e B SO T A AT A R B 2 T T = A el A

(1) BibEHEA T EHUE AN BRI 4 H 32
(2) HH VPR LS R ?
(3) XL BT A AR A4 2

ALY “[- (B8 1,38 2,)]” EXBRINSH. /etc/exports LAFH A ATH 2
W&, “#7 TR E BT R R o 2

EFWTHRER L, ATSE TR 2-2.
R 2-2 EEHLIIT
FSs | TR il
1 BAZPHL  HESRAZ SN ip HhhksiE sz, thin 192.168.10.50

2 JEBCLFT KREWAF*. 2, W*.moodisk.com, EINZEZEE “.moodisk.com” FFH )
Tl Han*Fom a2l

3 X B WA EFR—AMWBEWNBEN, 0 192.168.10.0/24 B &
192.168.10.0/255.255.255.0 %]

HWHNZHIEK 2-3.
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Fe

10

11

12

13

14

15

z %

secure

insecure

ro

rw

async

sync

subtree_check

no_subtree_check

pnfs

no_pnfs

root_squash

no_root_squash

all_squash

no_all_squash

anonuid=<uid>,

anongid=<gid>

* 2-3 nfs HHSHH
B |
fEFA/NT 1024 (1924 TCP/IP Wi, ERiINSH
NFS 3@id KT 1024 s RIEFR
B CFED, XRBRIASH
S (RO, Aidak

B A8 Z BIAHSCAT 2 GEALRR PR

B EIE NFS H o548 AR s Bt i SRR, ol Rt Bl i e 55 8 1
R, WERARGH SIS FIEE . ORI R 7

H NS B 7 A R R ) ISR . KRS

AR — A SR RF AT H A, 385 NFS A H s BIRUR

AKER HRBIR, ZREASH

JEH pNFS &R, BRIAS .

A pNFS ¥ R il

& ) root IS uid/gid BRI SS &% LI 4 K-S nobody——11
REFHH root EAEAE, EAEFCAFRIZEAZ nobody.

KM root_squash, BIAMi root E| nobody WL

FrG P WU el anonuid S40E XA, B4 B anongid $8E

RIAMET XA S 5L

B E] uid/gid MK, XAMKSFRA NFS RS LEgma, g/
st E L H S BT SRR, SO E AN UID Big<uid>, A5 R<gid>

ELInIRATHE Jopt/nfsl Hid, JEAYF 192.168.192.0/24 M LA FAEF T #0

1

[root@webserver
[root@webserver

[root@webserver
[root@webserver
[root@webserver

echo "/opt/nfsl 192.168.192.0/24(rw,all_squash,anonuid=1036,anongid=36)" >>/etc/exports
systemctl stop nfs-server rpcbind.socket

systemctl start nfs-server rpcbind.socket

chown -R nfsuser:kvm /opt/nfsl

chmod -R 0755 /opt/nfsl
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HH1“192.168.192.0/24(rw,all_squash,anonuid=1036,anongid=36) " &/
V1 192.168.192.0/24 M FRMEMHEANIES nfs k% LRI /opt/nfsl FIMANE, H
ANERPu KA AR PE, W& nfs &5 LA HE# N nfsuser A/

3. ERIm{EA NFS:

PR NFS AR5 I — Mt B, ge— M T a2 ik

mount -t nfs <NFS ARZ5-4%> : <pifinih H> <Ahhzs Hg>

AN — B RN, HEwRE nfs BT

[root@another ~]# dnf install nfs-utils -y
[root@another ~]# showmount -e 192.168.192.20
Export list for 192.168.192.20:

/opt/nfsl 192.168.192.0/24

[root@another ~]# mount -t nfs4 192.168.192.20:/opt/nfsl /mnt
R4S mount.nfs4: Stale file handle, #iM/mnt COZHER 13 AT umount /mnt EIFLEIAT .

[root@another ~]# df -T #EEHEH X
S 1K-H e H AT 2%

devtmpfs devtmpfs 4096 0 4096

tmpfs tmpfs 1992220 ® 1992220 /dev/shm

tmpfs tmpfs 796888 9924 786964 /run

/dev/nvme®nlp2 xfs 19007488 5402332 13605156 2 /

tmpfs tmpfs 398444 96 398348 1% /run/user/0

SRJEAE/mnt H 3 UISCHRSERR Bt 38 S0t AR R] NFS BS54 /opt/nfsl H3, €
/mnt HERISCEPE UL RSB gt T B

[root@another ~]# cp /etc/profile /mnt/ # FALE SRR NFS RS #5

[root@another ~]# mkdir /mnt/another
[root@another ~]# umount /mnt #EIER

AR P i AN AR NFS SO R SE, e LEIECE, flan BT f iR )5 — 24 . 1T LA NFS
A RGBT DT H R

IXIHR IZ AT AFE nfs A4S 2% B /opt/nfsl B ALK profile FIGIEER H 3%
another, H M E A& nfsuser, 4& kvm:

[root@webserver ~]# 11 /opt/nfsl/
HHE 4

drwxr-xr-x 2 nfsuser kvm 6 12 J 17 10:19 another
-rw-r--r-- 1 nfsuser kvm 1899 12 fJ 17 10:19 profile
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2.7 BB RS

SLUTHI: £H CHRTHENL RS — N IRER S, BEYC. A MBIt m B aebmss, o
TELEIHRAE o

. RERPLK Ip #uhlky 192.168.192.20.

2.7.1 ERERLGETT

MR RS LRI 2%, W R/ A s I BB RIS R AR A%, UK K W E R I T R
ME A 2R 48 1 JR BE . 3X LA R A iRedMadl B4 22 5 AN AC B A, T LA HL
http://www.iredmail.com/download.html F#:;, AR5 HZEIETEAFEM bash
2P, KW 20 8Pt A T — N2 Thaer R R4 T .

HATFE Cent0S 9 L#eff. EIGILMBINLIERSIRATAIREL

2.7.2 EBEBERS

B ORTHENLE LR, SRJE AT W0 R 30T 223

[root@localhost ~]# hostnamectl set-hostname mx.veryopen.org #EHLA UK mx . veryopen.org
[root@localhost ~]# su -

[root@mx ~]# echo "127.0.0.1 mx.veryopen.org" >> /etc/hosts H#HIR A AT E] 127.0.0.1

[root@mx ~]# wget https://github.com/iredmail/iRedMail/archive/refs/tags/1.6.2.tar.gz # M E
BT github.com #iEf, AIRERIE F#H. 152 www.veryopen.org M) “ Fi NEL”
H3H 2% iRedMail-1.6.2.tar.gz.

[root@mx ~]# tar -xf iRedMail-1.6.2.tar.gz
[root@mx ~]# cd iRedMail-1.6.2 Fis 3K
[root@mx iRedMail-1.6.2]# bash iRedMail.sh #H UGS E IR R 4

TIMRIE ARG, GRS PP E BRI, @ISR KM MariaDB ik, Wk
MIER %, BB . S 2 KRBT

Storage base directory: /var/vmail
Mailboxes:

Daily backup of SQL/LDAP databases:
Store mail accounts in: MariaDB

Web server: Nginx

First mail domain name: weisuan.com

Mail domain admin: postmaster@weisuan.com

Additional components: Roundcubemail netdata iRedAdmin Fail2ban
Question > Continue? [y|N]y

Ak Ok kR O ok k%

ETRIEZ LA, FEIREZEGATLLT, SRR RSN T

71/110



R R R R R R R R R R

URLs of installed web applications:

- Roundcube webmail: https://mx.veryopen.org/mail/
- netdata (monitor): https://mx.veryopen.org/netdata/

- Web admin panel (iRedAdmin): https://mx.veryopen.org/iredadmin/
You can login to above links with below credential:

- Username: postmaster@weisuan.com
- Password: **x*x*x

*
*
*
*
*
*
*
*
*
*
*
*
*

H Je B RN

[root@mx iRedMail-1.6.2]1# shutdown -r now # 25 FEL I
BA BB MAE. P 2RS4 R 7E iRedMail. tips X+ . iRedMail 2&—4
b R R G ISR MARE S, EERM T postfix (HEFFLHACED . amavisd.

spamassassin (BIFHELF) . clamav (SJ## ) roundcubemai 1 CHEAE web %25 /7 %)
Dovecot (IMAP Fil POP3 MBfFMRS5#%) 414,

2.7.3 ERBERS

1. BMHRAEEES

WEERGE https://192.168.192.20/iredadmin #EANEF A, WE 2-20.

= ]
< BEREREHEBEAES X +

& C A No re | hitps//192.168.192.20 fr O @ ncognito

BRE postmaster@weisuan.co

Kl 2-20 HfF RS E B UL

R 2 A RS(E iRedMai L. tips SCAFATLAERE]. FEMBPFE B R & 7T DU BRIER AR, 52
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RSO, IR A

BATEAIE— MK veryopen.org, sii “Usin” FH “i&7, %K 2-21.

= m]

+ 0O % Incognito

eS| RS

® Roundcube Webmail : Jit#F X mxveryopen.org netdatada: X | # New Incognito Tab

iRedAdmin

iRedMail Admin Panel

FRHS: postmaster@weisuan.com

EHle  EkS 2 EES

il
oz veryopen.org
ARBRET EEFE

iRedMail | BeASEF

K 2-21 #Hrges

ik weisuan. com T —/ NIRRT, A USn” NHEP P, %K 2-22.

< FEEEE x  + = &

< G A No e | Beips//192.168.192.20 O @ ncogrito
T

iRedAdmin

iRedMail Admin Panel

THERIKS: postmaster@weisuan.com

e EHKS  BES

FrAlE 7/ weisuan.com /  FFR
ARINHE-E P
GRS - weisuan.com ¥ FEEAeS
HEPERBGE * wlm @weisuan.com . =@
- ELEEFE
gEE: . - EO—EEF
ED 8 PFH. . ?&71"%?5&?1’5:
e -
wiEEB: 0 [, BSEE -, = IR ()
FE a8
= ESal 4DX7g4nD9<
== LT -
HFEEE 1024 ME
iRedMail | AR

2-22 Hraipik s
EREUARE DT 8 MR, HEQS KNG PR BUr AR R 2/, XERNTE 7 —14

73/110



HE/F K5 wim@weisuan.com, NIEIHEFH XA K T W7 IR B . 2 BRI EAE
veryopen.org A FH @l K S alice@veryopen.org. IXFEIXFHANHBAE AT LLE AL
KM T, A BRI OR S /ete/hosts HAFELL FH4T:

127.0.0.1 mx.veryopen.org

127.0.0.1 mx.weisuan.com

2. FPCR R

W MHE https://192.168.192.20/mail, W& 2-23 iR,

X @ Roundcube Webmail = 30EF x  +

cure | hitps//192.168.192.20

&  wim@weisuan.com

Roundcube Webmail

K 2-23 I SR G % 0L

R E T 2-24 fis.

X @ Roundcube Webmail ::

ecure | hips//192.168.192.20

— ~ m ...
wim@weisuan.com  § ki .‘{ I :‘ 7@'! v w0 = ,‘,
wF E AN RIS EE HEeTF ©5 B HiEh ES
o Wi Q #= v
HEfE & B
— A s
8 [o ittty
BEREA  RofEhEriE
o
L Pl
C
Dark mode
?
=F
= 0% BREAE
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K 2-24 3B HEFE

T 2R 7, Brbl B B A s, 5—&ias, REIEBEN LR qq i85, S
& 2-25 FiR.

> EeEAF X @ Roundcube Webmail : BEH#E x  +
C A Notsecure | b#ps//192.168.192.20,
a ¢ ~ ® SETRIHEE
= Hm == BEE
= B A wim@weisuan.com s & LSRR AT 10 MB
WA 183407563@qg.com X &+
HEE - X N
=3 AR, ==
o
LI | O
o MR GBI FIAREE . B @
wE
FECEER
B RREN
R =B
FFOREREE BAEEE
C
Dark mode
?
=F
B =TT

K 2-25 K—Hrinfs:

M1 R A%, R TTRASERe R, BRXITRIE G, HSFRIEA TANL, B 77 Bk 5
% mx.weisuan.com, LA MBI AR S5 28 5CE TR b CEEAnAE R B 2 1) RE DML B 4%
EWEIE RS, SRJE HiEIE A4 weisuan. com, SRJGTE DNS AR %5 8 &id—4 A %
——% 57 mx.weisuan.com S5HERGH ip KR

B FoRABAEGIE : wlm@weisuan.com #] DL i alice@veryopen.org & HE 1,
alice@veryopen.org WH|HAFEHaE RIS, 11 H wim@weisuan. com BB =] & HIHE
£, I mx .weisuan.com Al mx.veryopen.org #EARNLN /etc/hosts CHH T
FRHT o

WY https://192.168.192.20/netdata/#E NIELEAR S B8 M RE M2 T IH, S WA 2-
26 Fin, ANk EH A4 postmaster@weisuan.com AR (FEEMRME RS0
B,
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o
® Roundcube Webmail z KR X miveryopen.org netdata dashbc X+

192.168.192.20, A O @ hcogiic }

P Playing 2022112017« +last Smin L 00 Signin

Home Node View Overview Nodes Dashbeards Anomalies Pricing Privacy

»

Kl 2-26 HEPFAR ST A PERE ML 1%
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2.8 SAMBA BR%

samba 7E Linux L& smb ¥, WM EEEFFEIZE (FEE Windows Hl#s)
EXAEFFTEINL o

TR ST samba BB BT RSS5%, 5 Windows Z AIZE= H %, 7 Cent0S 9 Hlis
AR,

1. 73

[root@localhost ~]# dnf install samba samba-client #aedk
[root@localhost ~]# systemctl --now enable smb nmb #WEIFJE 30 smby nmb LT

[root@localhost ~]# smbd --version #RIRIRA S
Version 4.17.2

GARTFF R T Bt EHAT N  dr kB K s smb B T E R BT K

firewall-cmd --permanent --add-service=samba

systemctl reload firewalld

FRE R /etc/samba/smb. conf, Ik %HI055& smb. service flnmb.service,
smb VMY ARSSFERF N /usr/sbin/smbd, ‘B tcp %l 139 F1 445, NetBIOS %%
AR 45 2R 7 N /usr/sbin/nmbd, ‘& WM udp 1 137 F1 138,

2. BB

(1) windows REREA Vi Linux B H.

[root@localhost mkdir -p /srv/samba/anonymous
[root@localhost chmod 0777 /srv/samba/anonymous

[root@localhost chown nobody:nobody /srv/samba/anonymous
[root@localhost cp /etc/samba/smb.conf /etc/samba/smb.conf.orig

ke /etc/samba/smb.conf, FRIFELLNIT:

[global]
workgroup = WORKGROUP
hosts allow = 127.0.0.1 192.168.192.0/24
map to guest Bad User
netbios name Cent0S9

[Anonymous]
comment = Anonymous File Server Share
path = /srv/samba/anonymous
writeable = Yes
guest ok = Yes
browseable = Yes

VEE: 192.168.192.0/24 Hi2& RN BTLE ) 2%

BT ENSHNER, WESHEL I man 5 smb.conf, XA RHMSHEAMEL. 8
7N I A R AT B 1 AR
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= R NANVE o

[root@localhost ~]# testparm #AT A A E

[root@localhost ~]# systemctl restart smb.service nmb.service #H )i smb Al nmb H.70

SRIGTE Windows X, #% win+r, ZR/EHIA\\192.168.192.20, #% Enter #)5R17]
E# Linux =M H anonymous (Z LK 2-27), Bik%3 T samba ) Linux KL%
) ip il 192.168.192.20,

I | = | 192.168.192.20 - O *

Home Share Wiew 9

4 B 5 Metwork » 192.168.192.20 « 0 O Search 192.168.152.20

[Z| Documents "
; Downloads
Jl Music

Anonymous

-«

=/ Pictures
m Videos
‘e Local Disk (C:)
- EEE D)
- TTEE (E)
- B (F)

v [_} Metwork

» [ 192.168.192.20

[ DESKTOP-BV2DGDA

Q Linux v

1 item

N

K 2-27 Windows 10 5 Linux it samba L%

SRJG LA LAE Anonymous H 3t IS 7.

(2) Windows BT H P AV A Linux AT H .

[root@localhost groupadd smbgrp #0124 smbgrp
[root@localhost useradd -g smbgrp smbuser #BIEH ] smbuser
[root@localhost smbpasswd -a smbuser AKG P smbuser %] smbpasswd SCAEH, IR E Y

[root@localhost mkdir -p /srv/samba/secure
[root@localhost chmod 0770 /srv/samba/secure
[root@localhost chown root:smbgrp /srv/samba/secure

Ymie /etc/samba/smb.conf, FERBHRMWTHNE:

[Secure]
comment = Secure File Server Share
path = /srv/samba/secure
valid users = @smbgrp
guest ok = No
writable = Yes
browsable = Yes

WA EA&EM, FHE)E smb Al nmb RS .

[root@localhost ~]# testparm
[root@localhost ~]# systemctl restart smb.service nmb.service

IX B 5 AT PAZE Windows U5 iR Linux SEZHRETER T, RASEEAH 4 smbuser
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< | 192.168.192.20 — O >
Home Share View A e
Documents &
* Anonymous Secure
Downloads
_ - -
J'l Music
[&] Pictures Windows Security x
Vid 2
B Videos Enter network credentials
e Local Disk ()
- EEE Dy Enter your credentials to connect to: 192.168.192.20
- AR (E)
- EHL ) smbuser ‘
_‘ Netwark 280000000 ‘
[ 192.168.192.20
5 DESKTOP-BV2DGDA Remember my credentials
6 Linusx o
2items 1 item selected Access is denied. =

K 2-28 Windows

(DUEFAINCERVISEIE &

o

10 5 Linux 1Y samba L% (FEZL)

79/110 N AN www. veryopen. org



2.9 B K EE
2.9.1 EfEHER

YR ZHBT KB TAREM SRR, HEZAESS A B “ R R Rl K EdE e, K
JE R 5E 4 B M40 B F X 3R (zone) —— WX, 4FMIX. AFLX ., DMZ X,
EAR XS54 o I AE B K P e B — AR B AR o B U SR ol L K o e Vi, IRt Kt
AR, IR e B R T, .

— RS RA “Ap bk a7 oRME—4852, bl “192.168.0.10:22” & X T ip Hubik
4 192.168.0.10 X EIFHEN LK ssh kg LIRS MW 22). 55— EEME
RS tep BEFEZWIET, £ -BETREL T ORI, — BN
Fii, e sshd RSB 205 W 22 5 01, B SRR i AR 4R T DA g 52 8 ik
o B 2-29 #iIR T tep/ip MBS FE.

; N
FH P8R (tnssh, ftp,qq2¥)
i/ H s O AES L BiAE S I ‘ }
. FRAAL (SYN/FIN/RST/PSH/ACK/URG) }
\ \
\i \4 v
TCPk H P¥RE TCP
[ [ i Y
6/ B IPLES (TP HLAE \ TCP | i
TREHAL, A7 )45 I & I
w‘r ‘ \ 4 §
TPk | TCPskg Fi o 1P
[ [ 4
S 12 '€/ % S ——
| (46~1500%1%) | '
[ [
[ [
B/ H ibLE ! ! W R IR B R
MACHEHE ! !
M \i
DONE oL oL P LK \/
L IPLPE | TCPk3 F P 2
DK I 2%
- DY NELU >

Kl 2-29 tcp/ip BIUREE

RORBARN N B (RHFEF) BIF (DUKMZ) BEE L, MR, SRR T2 EZZ
Jrdt

Linux [ netfilter B KESHER TAREM RSP A LI, FTLARER 2 IP Hudldk, i
SCHUER) IP SKERA TCP Sk 1 Al AT o A A A5 2, it/ B A 1

80/110



SO/ HEPLEER IP Mk, BFS

2.9.2 A#ZFH netfilter &R

v FR

£ Linux R, tcp/ip Whillkk. netfilter nft FHR%. nf_tables LA

firewalld R R ILE 2-30 Fis.

firewall-offline-cmdfy 4,
firewall-config[® JE AL i

firewall-cmd,

|

sty
(4 fip,ssh) s
.
p— = I
| Linux J 4 % 4 W |
< T
T \L Y e
| TCP l l nf_tables Py 4% HL Bt I
H N
I !
! | e
" — — i
ing;:-._\\m\thlur nft P netfilter nft | ] V/Eﬁ Rz
T 1‘_// S //
. junp
i r
i E T jumip
N | netilter itk NF_IP_FORWARD N T T
:
i : 5 : prerouting netfilter nft =1 N
[ w2 - |- o A M2 - |
R ﬁlizf/ NF_IP_POST_ROUTING postrouting ! 2
no, 4 #N yes #¥ t BE1 ANZ - ]
ingress
R
Wk R a )T
BLA K

K| 2-30 tcp/ip. netfilter fll nf_tables I &

BUAR Linux B4E RSB KESERA G2 nftables, MAE#H iptables T, %% H
FIR[LLEATIE R fG . nftables Lk iptables HEL B H RS, LLUEEHRRZ .

Netfilter /& Linux 2.4.x WIZFHFEGIANKI—/NMEH . MRMHESR, BiMt—8E
7R (hook) HEFERMLA, (4308 WnAE il g, Mg thbbF4 (NAT) FIZET P
R E IR R P 9w R AR 15 T4k . Netfilter 76 TCP/IP WK IP J2 i B fu. %
mER®ERATHEB (B 10.25 # 1 INGRESS . NF_IP_PRE_ROUTING .

NF_IP_LOCAL_IN.NF_IP_FORWARD.NF_IP_LOCAL_OUT 1 NF_IP_POST_ROUTING),
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Bl — EAEARERE, sl BemoeiE M i & TR0 B, B AR A 7 RS R o8 B
iz, BATUT, BAHB, BABMURBAT, EAFHE,

nftables EMEfl# nf_tables WIZEEHUF nft FIF TR, nf_tables BHE T
netfilter HE4E b, EHIHZE—GEUN, HnftiCHMANRENE QR
4 nf_tables WiRMFEA ML, nf_tables HATIXELHE A IF0 45 F 5
netfilter. H/ KM nft LTRSS E KEEHIUAE 2 TR e ———Fhf o B g A5
5, A CEFERBAE.

2.9.3 ECEAHN

fE nftables 1, —ik&ERE—NLFTN, HIEATREE, AP UMERGIEE, Rl
WEEE. A RS R MB RS, — DRI T —A BRI IE %R (ip, ip6, inet,
arp, bridge, netdev), FIIbRFIME—ME 5 FHUE “ itk 47, tbin“ip filterl”,
“arp myRaw”. HERMMZAL, AMWMEMEEE, —PFO8EEEE, 59— B8 I,
FEBE AR netfilter MM T B, —3F 5 MEF, 52 prerouting.input.
forward. output. postrouting fl ingress ([ 10.25), F5REES| TCP/IP
PR B AL, R ERAE R — M T R 2 R R I % B R GOk HE T A B . BEE
IR PN #7558 CBUMR et D, AR R — M7 B2 43048, R eH M
Pt oAb CEbanflioegon-10 MZEEELL 20 FUIEEERALED), (H2 AR I3 40 4 al
PIBR T B, WS SRR EE A AL B . T B AR T b, s WA EE Jump
5 goto KM, — /NI jump 5 goto FIMHEEEA A AMER, BAE— AR
BRERFECE A BT . B Jump BIRIEEFR EIRIE], 1M goto AHIRIEN. ix BRI &
Bi7 K BRI, — S5 ek AE A R, R — A2 i W 2 A DU e s ke, R4
AU IZ B AT RO P B . BN sk, . BERIEUU AR RS LA 2-31.
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1 g 2]
8 1] 1
FOML,  HI2, B3, e FOML,  HI2, RS, e
. 2 ] . 2 ]
KU, REI2, BRI, e KO, REIZ,  HENS, e
8 3 ] § 3 ]
KU, Rz, BRI, e KO, Rz, BENSE, e

Kl 2-31 nftables HHUFIMILE. Huibibie. 2. BEAMIN AR &

% netfilter T R4 prerouting 7 LT 3 45885, hldn & NEeE 1. Hhak
2 FIFERE 3, DUARPRUIG R, B8k 2 MFEZHN jump BIEMEE 10, FRIHIRATAT UXHE
R HAR O nftables M EFE 5t — MR A EIE netfilter T R4 M prerouting
o (0K 2-30), SulitE 1 A EdEa, BEE 1 R 2 s EE e, &
BE 2 IR Jump BIEHEE 10, R MEE 10 AFEIRA, SREEEE YR
10 HIEARNMNER 1, DRIHER A 2 BIIR HE 5 3.

TS AL T IR MELS AT R TR (8, NIRRT LA AR B ) IR BEAAI
AHFE BB P AN, iptables REAH XX MEHH.

SR R TR

ikl [ Rkl RBRK - ] BIEEG [ BREES - ]

B nfR—A> “ Bk AR B AU A <Rk, A ZEAR AT “BRIE
B, AIFHMEAE: accept GEIE). drop (MER). jump G HARF #EE). goto
(L 2 HAR ) reject (JEZE). log GEHE). snat (il . dnat (H
Pt b ) . meta (REILHIE: Frid. RAERBEREELZR ). queue (HEPL. dup (B
#). mangle (BHMAERISLE). counter GGHED. notrack CMMEUERZERED £ (FER
https://wiki.nftables.org/wiki-nftables/index.php/Main_Page),

FA A D F X am A mE N nft. firewall-cmd. firewall-offline-cmd
firewall-config %, He nft &L ES:, firewall-config ZREIEA M.
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1. firewall-cmd W54

firewall-cmd 4 BH4Z S5 K i REFT T8, 0] DASER CO8Is 17 i) 1) 7 K 56 RS
HA] PSS 7K A AR R B K B g . Firewalld I\ T XK (zone) HIME&——n] DABLf#
R s, DX A B T 4R T KR SR o eI R AN [ 1 X AR A 3 PR D) 45 7 K H R
B E 1. firewall-cmd & IS HCCHE Tab #ANT, LA “firewall-cmd -
-7, RIGIESHZNIK Tab #, 2SR HNSE, HkinA“firewall-cmd --add-"
JEESALWIIR Tab §#, SE/RATA L --add-TFkIS 5. L3R man firewall-cmd
AL T VEAIR BT, RSB, DAL Sl % .

(1) AW KIS IEEIET:

[root@localhost ~]# firewall-cmd --state

not running
RAPT KA IBAT, RN I H i 00 I8 2B K e -

[root@localhost ~]# systemctl --now enable firewalld

Created symlink /et oraproject.Fir 11D1.ser
Created symlink /et /n i-user.target.wants/firewalld.service — /us

(2) BA B X IAT WL

[root@localhost ~]# firewall-cmd --get-zones

block dmz drop external home internal nm-shared public trusted work
TR IX 38 E block.dmz.drop. external.home.internal.nm-shared.public.
trusted M work, A LAHRYESEER KR 7 5o £ 5 & M PR X, — B R4 5e gl
TE AN X, XTI X IR 2 W3R 2-4.

R 2-4 B DXI A RN

5 X% (noze) LGRS |
1 trusted RYFFTA MEFRAEH CREB)
2 home, internal @ IEE#EANMINRE, BRIESHERREMIS, HALHS ssh. mdns. ipp-client.

amba-client 5 dhcpv6-client REHIRAIEHE RBEN

3 work HAEBNPRE, RIESHEMREMKX, HAKTE ssh. ipp-client 5
dhcpv6e-client RS HHIC IR Mt

4 public 4N E, BRAESHERREME, RS sshy dhepvb-client IS
EESINEIEHORIIN
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5 external,dmz RAFANRTE, BIES M ERREMR; MURAES ssh BSHISE, WAyt
A

6 block, drop BAENNRE, FRAES HRKREMR

AT B DX 3 A 1 B S U DACSE S 45 3R 5 S B IO S 37 5%, ARt DGR 18 (X35

(3) HA LHNEAEMEH X (FOEEIX0):

[root@localhost ~]# firewall-cmd --get-active-zones
public
interfaces: ensl60

[root@localhost ~]# firewall-cmd --get-default-zone
public

FHW X public #EEFIM K ens160 b, BIMATIEAEEH public X.

(4) EEEDX NI KB -

[root@localhost ~]# firewall-cmd --Tlist-all
public (active)
target: default
icmp-block-inversion: no
interfaces: ensl160
sources:
services: cockpit dhcpv6-client ssh
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

(5) #E dmz XA R :

[root@localhost ~]# firewall-cmd --info-zone=dmz
dmz
target: default
icmp-block-inversion: no
interfaces:
sources:
services: ssh
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

Bl dmz X H TR A ssh Rsmrat, BoA ERAEAMR.
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(6) JHNXMUN work:

[root@localhost ~]# firewall-cmd --set-default-zone=work

SUICCESS

(7) HFrEXIH caidi:

[root@localhost ~]# firewall-cmd --permanent --new-zone=caidi

ZH- -permanent FoRIRMPKA AR Kb S, 75 DL AE W i ) CEL R T S Lt 84T
T, SBTEERI X RN 2 ) —— 2 1l R BE AN AE

(8) il caidi Xk (A AIEHIX):

[root@localhost ~]# firewall-cmd --reload #INFR A AN B 77 K 355 55

A
[root@localhost ~]# firewall-cmd --set-default-zone=caidi #{ ] caidi XK

FTDABRAIE, BRI AN BE NS BIAHL T .

(9) 1 caidi XIH AN ssh fi%s, XFEAMEEREEE ST

[root@localhost ~]# firewall-cmd --zone=caidi --add-service ssh
WERMIK AR, #ihn b --permanent 340, WE LE#HSE--zone=caidi, HEEEHNY
A IEAE A8 F 1R X 38

(10) MIERXIH mySecure:

[root@localhost ~]# firewall-cmd --permanent --delete-zone=mySecure

AR 1 home. work SEXAFBE ) XA BEM S -

(11) f#F] dmz X35

[root@localhost ~]# firewall-cmd --zone=work --remove-interface=ensl160

[root@localhost ~]# firewall-cmd --zone=dmz --add-interface=ens160
[root@localhost ~]# firewall-cmd --set-default-zone=dmz

(12) BFH B 1 Bl K b s ) R 55«

[root@localhost ~]# firewall-cmd --get-services
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EIREH WHIN AR %S (40 dhep, dns, ftp, http, https, postgresql, pop3, nfs
mysql, rdp, samba, smtp, ssh, tftp, %), firewalld Tk J %ng, FATEEE
FE D DN IR 0 i 45 RITRT T3 MR EER I8 60, B 611

(13) ££ 8 /NI A Fe AN U7 I AS KL A s -

[root@localhost ~]# firewall-cmd --add-service=http --timeout=8h

EE: --permanent fil--timeout ZHUNRE[FIIH .

(14) AFCVF MM G R AL

[root@localhost ~]# firewall-cmd --remove-service=ssh

(15) F1i# 443 i, B MNAME VT APTLE https M.

(16) £ work [X¥EH, JFEM 5901 £ 5910 K udp i 3L

[root@localhost ~]# firewall-cmd --permanent --zone=work --add-port=5901-5910/udp

(17) drop XN L icmp PRl EEN, HIRYF ping:

[root@localhost ~]# firewall-cmd --zone=drop --add-protocol=icmp

(18) work XIE VK H 192.168.192.21 HLEE T 21k

[root@localhost ~]# firewall-cmd --zone=work --add-source=192.168.192.21
WRBEE--zone ZH, MBELXRIANX . &7 DLwE XMW, W --add-
source=10.10.2.0/24 FREZHKE 10.10.2.0/24 ML AT .

FE: --add-*. --remove-*fl--list-*RIFRpRIEMN . MIBRFIERAH RIS IS4,
W--add-port. --remove-port fl--1list-ports.

(19) K5 mIAH] 888 iy I [ & 4% & B ASHL 22 ¥ -

[root@localhost ~]# firewall-cmd --add-forward-port=port=888:proto=tcp:toport=22
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AT E ST 888 Ui (Z%4|1 15).

(20) ¥ Ui ANL 999 Ui I EFE K F ip A 192.168.192.21 MEHNLA 22 i (F
FIF G masquerade):

[root@localhost ~]# firewall-cmd --zone=caidi --add-masquerade

[root@localhost ~]# firewall-cmd --add-port=999/tcp
[root@localhost ~]# firewall-cmd --zone=caidi --add-forward-port=port=999:proto=tcp:toport=22:toaddr=192.168.192.21

(21) BE45F RV 10 NHTIEREVT N ftp M4 :

[root@localhost ~]# firewall-cmd --add-rich-rule="rule service name=ftp limit value=10/m accept"

(22) {3, K@ /M 192.168.2.0/24 BT ia) MR I S 5T g /X 2% 1120
IP, B IP Hudik:

[root@localhost ~]# firewall-cmd --zone=drop --add-masquerade

[root@localhost ~]# firewall-cmd --zone=drop --add-rich-rule="rule family=ipv4 source \
address=192.168.2.0/24 masquerade"

rich rule FOUE R, €M & HFRATAT LURS AL E LB KR, PERE S A2 20
#iman 5 firewalld.richlanguage.

(23) HENR QLR Rl A xS A BERE, (AN & BE 8 50):

(24) BHESLEP K.

[root@localhost ~]# firewall-cmd --panic-off

2.9.4 LR

SR T (1 i 4 2 2R s K i

[root@localhost ~1# dnf install firewalld nftables firewall-config -y

A 2 2220 JLAMR AL, 110 ipset. firewall-config ZERIBALKIEE T B, Ao
ZaEe . firewalld ERLE N/ etc/firewalld/firewalld.conf, Bl K5 SEIE K
fE/usr/lib/firewalld/HZH . TFHEIBBATLLUAR I HoR L .
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R 1. MATED

BF Linux TAESE, B KEEROSRNE—Be: fovrt 2, R RyFsbm ssh imfe g kit ok, e
ViR AL, fE ping ANL. f&EHRFTTERKH firewall-cemd 4Vl 2] work
X 33:

[root@localhost ~]# firewall-cmd --set-default-zone=work

[root@localhost ~]# firewall-cmd --remove-interface=ens160
[root@localhost ~]# firewall-cmd --zone=work --add-interface=ensl160

e Rubipe |

W 2-32 P fiA 5 by ks & AT A6 =, BATH — 6 %% Linux fl nftables Mt
FHLFE Y KBS . EIL ARG kS EHAT nft -f ruleset.nft HIF[.

2-32 LGBk RS

1. HhZmmANTf: ruleset.nft. defines.nft. inet-filter-sets.nft.
inet-filter-forward.nft fl inet-filter-local.nft.

VA ruleset.nft W%

flush ruleset
include "./defines.nft"

table inet filter_tb {
chain global_ch {

ct state established,related accept
ct state invalid drop

ip protocol icmp accept

ip6 nexthdr dicmpv6 accept

udp dport 53 accept
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include "./inet-filter-sets.nft"
include "./inet-filter-forward.nft"

include "./inet-filter-local.nft"

S defines.nft W4

# interfaces

define nic_inet = ensl160
define nic_dmz bond®
define nic_lan bond1l

# network ranks
define net_ipv4_dmz =
define net_ipv6_dmz =
define net_ipv4_lan =
define net_ipv6_lan

# some machines

define serverl_ipv4 10.0.
define serverl_ipvé fe00:
define workstationl_ipv4 =
define workstationl_ipv6 =

VA dinet-filter-sets.nft N&:

set myset_ipv4 {
type ipv4_addr;
elements = { S$serverl_ipv4 , Sworkstationl_ipv4 }

}

set myset_ipv6 {
type ipv6_addr;
elements = { $serverl_ipv6 , Sworkstationl_ipvé6 }

S inet-filter-forward.nft W4:

chain dmz_in {
# your rules for traffic to your dmz servers
ip saddr @myset_ipv4
ip6 saddr @myset_ipvée

}

chain dmz_out {
# your rules for traffic from the dmz to internet

}

chain lan_in {
# your rules for traffic to your LAN nodes

}

chain lan_out {
# your rules for traffic from the LAN to the internet

}

chain forward_ch {
type filter hook forward priority 0; policy drop;
jump global_ch
oifname vmap { $nic_dmz : jump dmz_in , $nic_lan : jump lan_in }
oifname $nic_inet iifname vmap { $nic_dmz : jump dmz_out , S$nic_lan : jump lan_out }

VA inet-filter-local.nft N%&:

chain dinput_ch {
type filter hook input priority 0 ; policy drop;
jump global_ch
# your rules for traffic to the firewall here

}

chain output_ch {
type filter hook output priority © ; policy drop;
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jump global_ch

# your rules for traffic originated from the firewall itself here

[root@localhost ~]# nft -f ruleset.nft
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2.10 Docker &8

W T8 G BN R AR B e S FIS AT E R G, XSRS TIRZ M E SR, N AT T
BHBA . BRI R — G TR ACE & DU 3GHz [¥] CPU. 8GB A7
500GB MRE#L, IIEEXETHENL LR 6 RN, &R 1GB NAE. 64GB
fififf. 1GHz CPU, mEIUNLHLZ%E Windows 7 #EIE &%, B4 U4 EMNEsE, L
BARMEFL ST FHART 7, BUONWAER CPU IR B E RS A FIHFER T . Nk, B4
F LR T R AR BERE RS LA AR, XRRILE TR
BAE RGN RATEAEBER, (HR A28 TR PR CPUL NAE. TEELAI 4T A &, I
HARA k) IP b ARAE R H K, FTLSCHAES . 5EHNLERIAREZ,
B BAH 2R RERS, BRI E SRR 1, XA — & TR
BATLAURSS THEZ MM, ~ERWE 6-1 B,

EREF

2

ins/Libs

BIERG
IR

HEARBLEK A

oaiiE el FrFiRdFF2 B IR

B R G

3-33 EMNFIAFEAIXE

HRBEBRIRE BRI BN E, ELEMERENSE (WA FE ) 1, EBRUNUEHE
Emim s T AR, MEEMERAENSE (MU E S AFIWE IT B8 o, &8N
R SBRRE. Al Bl ek RN EHAS, JFE kubernetes 4L
fEH . FFUE= & kata 1 gVisor DL PG & Hyper-V Container #li&i5 5=
an——BEEE T AR R R, )RR T RN %22t gVisor R EHERIFEmH ,
H& RIFIMRESK.

—AEEEN B RBAT =W ARH, Eean RS WEERAE, (ER AR AN A E A
B AR R IEIT A W, KA fRE AR P IE R NIRRT, (8
A — G i _EFR 2 SRR P T AT, A RSRUAANTE B S . BT AR A
R RESNLE B AR, 54T H O AU, UL T DU A &, BRSOk AT

HATARZH AT LLE Linux #E RS LCIiA A, W OpenvZ. Linux-VServer.

LXC. Docker. FreeBSD jail. Solaris Containers il podman %%, ' Docker
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JUFHTTER A R R J4ESh R IE, i B0 T i T Docker 2 ERFFIER
Kubernetes EH-V&, XAFEMEEHIBITERT e Bk ErE+ /i1 Docker
BT R R IAFI T B, 10 B Z00E HE ) podman &2 75, B ERE, Al
4k root M) Fiz4T, podman LT docker 5432

£ docker 1, BEVMAEBE (image) KISLHIL, GRS AEAS IR RBURI FIXS G LIS
BHHREERBILKI KRR, —MERERTFLOI AN ES, SIOARAAME K ID 5. 5
BREFZH KRS HERK 2-34,

R (EnEE ) :)—*
A
f

docker build --{-:-:

dockert kR |
1 \\ T
docker pull -| | W “~
4 - # \

s W
docker run — e -\I\.\ é NGiMX

/ [”]II]]IM" o] T~ "

: N /

Az
I

docker commit—|

K 2-34 G MA7S

GAREE— AL T AM B, HP AT DABEAR T #EAM CED E B s E RS &) CRA
docker pull &4 ), o HOOESE CEH docker build &/ i< ), 5K
HMEHAEREG CRH docker commit &/ a4 ). FEEHFRLEX I, i P
P AT 4 docker pull [ docker sF#dtfE K TE7~, docker ~FH EFEME MM b T %8
.

A BATMRE, WERHSHE 2-35 fir.
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HE

docker pull

dockek
docker stop
Eflz
created

docker run

docker create

=%

docker start

=

E‘ﬁ"

T

2-35 KPR

LIRS CEE (created). &84T (running). Fik (exited). #{% (paused).
HET: (dead). HJFH (restarting) FLFEH (removing), HHi/EWMRE &R
R RS HAIE AN GSITHN R4 docker ?22). 275K 2-36.

5 '—
docker Z#, | docker images Ir
==
docker ps docker ps -a aeE docker run

docker save

Ji
docker Iogs docker exec -it
/f'docker export

docker load
docker stop  qocker rm -

docker import

docker rm
docker commit,
docker run v/hello/data docker build
docker run -p 88:80 scp xyz.tar anotherhost:.
E-/ docker pull
Dockerfile
I [ el a5 [
3306 8848 6379 docker Qush

N

docker login/logout.

@ docker hub
https: //hub.docker . com

2-36 AisEERER

Kubernetes fll OpenStack £+ windows & Linux #/E &%, windows 1 Linux
PR RGUEERE, W OpenStack &L TEHEMNLII, Kubernetes 2L [THREH
ﬁ%%ﬂ‘]o
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2.10.1 &%

M docker B T #2251 docker-ce. repo, JFEER] k.

[root@localhost ~]# curl https://download.docker.com/linux/centos/docker-ce.repo -o /etc/yum.repos.d/docker-ce.repo

[root@localhost ~]# dnf install docker-ce -y
[root@localhost ~]# systemctl enable --now docker
[root@localhost ~]# docker version
Client: Docker Engine - Community

Version: 20.10.22

API version: 1.41

Go version: go0l.18.7

Git commit: baedalf

Built: Thu Dec 15 22:26:06 2022
0S/Arch: linux/amdé64

Context: default

Experimental: true

SN [ A B A

[root@localhost ~]# vim /etc/docker/daemon.json
{

"registry-mirrors": [
"http://hub-mirror.c.163.com",
"https://docker.mirrors.ustc.edu.cn",
"https://registry.docker-cn.com"

]

}
[root@localhost ~]# systemctl restart docker
[root@localhost ~]# docker info

Experimental: false
Insecure Registries:
127.0.0.0/8
Registry Mirrors:

Live Restore Enabled: false

2.10.2 F—iE

& debian REFHHA:
~]1# docker search debian | head

DESCRIPTION S OFFICIAL AUTOMATED
Ubuntu is a Debian-based rating 5160 [OK]

[OK]

N

compilation i
5 runit

—ENNN

[root@localhost ~]# docker pull debian

# B AH B (s

[root@localhost ~]# docker +images

REPOSITORY TAG IMAGE ID CREATED SIZE
debian latest d8cacd17cfdc 9 days ago 124MB
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"Id": "sha256:d8cacdl7cfdcf44e296b41c96f5dab7ae8
"RepoTags": [
"debian:latest"
]7
"RepoDigests": [
"debian@sha256:
]7
"Parent": "",
"Comment": "",
"Created":
"Container":
"ContainerConfig": {
"Hostname": "580312df4fef",
"Domainname": "",
"User": "",
"AttachStdin":
"AttachStdout":
"AttachStderr":
"Tty": false,
"OpenStdin'":
"StdinOnce":
"Env": r
"PATH=/usr/local/sbin:

"'2022-10-25T01:43:42.95132989272",

false,
false,
false,

false,
false,

f]/bin/bash ( ﬁ#A\“%#>

@c02f2354b88c: /# uname -a
c02f2354b88c 4.18.0-408.e18.
02f2354b88c: /# exit

[root@localhost ~]# docker ps -a
INER ID  IMAGE COMMAND
C debian "/k

CREATED

# FUAZNZ A c02f2354b88c:
[root@localhost ~1# docker start
[root@localhost ~]# docker ps -a
CONTAINER ID IMAGE C AND

debian "/bin/bash"

c02f2354b88c

CREATED
6 minutes

STATUS
ago

# AT ’ 5

[root@localhost ~]# docker attach

root@c02f2354b88c: /# 1ls /

bin boot dev etc home
var

root@c02f2354b88c: /# cat /etc/issue

Debian GNU/Linux 11 \n \1

lib 1ib64 media mnt opt proc root

root@c02f2354b88c: /#

[root@localhost ~]# docker ps -a
CONTAINER ID IMAGE
c02f2354b88c debian

CREATED
10 minute

STATUS
Up 4 minute

H¥MH exit mpdiBH,
Ctri+q BHAL.

2.10.3 TEHIFESR

BN RBATERBR (LA ngni x MRS 48):

24c28c4f45bd9181f3

"580312df4fefc2e21c1da48866fde98215a64957ffafod7

/usr/local/bin:/usr/sbin:/usr/bin:

Up 5 seconds

HagdT . MRIR 5 1A A AR ERIE AT,

823bca639f",

bfe6615d017dleebel19f349669de58cda36c668ef916e618be780

78f9d6f5426c5f102",

/sbin:/bin"

x86_64 #1 SMP Mon Jul 18 17:42:52 UTC 2022 x86_64 GNU/Lwnu

PORTS NAMES

competent_wing

NAMES
competent_wing

run sbin srv sys tmp usr

PORTS NAMES

competent_wing

15K Ctri+p.

[root@localhost ~]# docker run -i

-t debian /bin/bash
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root@9lbac3636a16:/# sed -i 's|deb.debian.org|mirrors.aliyun.com|g' /etc/apt/sources.list

root@91lbac3636al6:/# apt update

root@9lbac3636al6:/# apt install nginx -y #2205 nginx
root@91bac3636al6:/# apt install iproute2 -y # R 4E TR

root@91lbac3636al6:/# ip a | grep inet #EEM RN ip
inet 127.0.0.1/8 scope host lo
inet scope global etho

root@c02f2354b88c: /# update-rc.d nginx enable #IFHLI nginx H3)JE )
root@c02f2354b88c: /# exit

[root@localhost ~]# docker ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
91bac 6al6 debian /bin/bash" 16 minutes ag i e great_jennir

debaan h" 27 minute onds ago competent_

[root@localhost ~]# docker commit -m="Nginx Web Server" -a="Z=AR4:" debian:www
sha256:db7d3fdd104456c8b7a648b86callaa5372e26e81c4dc03d22027c8d7aedff7f

[root@localhost ~]# docker +images
REPOSITORY TAG IMAGE ID CREATED SIZE

debian latest d8cacdl7cfdc 9 days ago 124MB
BENZE 285 B E 2 B NPT B 5 (mirrors.aliyun.com), #RJG %3 nginx Mk
%4, B (exit) BEE, BEFILT, RENLEREREGB (LM docker
commit -+ 4, HEIEN “Nginx Web Server”, 8#41EH N “ZARAE”, FHr dm
5184 °N debian :www.

UAE AT LA 3l il B8R AN web RS T . B LSRG — @25, BATESIH
REEE N debian:www, id 54 db7d3fdd1044, FifijEshE%EEE nginx k5.

[root@localhost ~]# docker run debian:www /usr/bin/whereis nginx #BE nginx HIAEHKE
nginx: /usr/sbin/nginx /usr/lib/nginx /etc/nginx /usr/share/nginx /usr/share/man/man8/nginx.8.gz

# JHENERE T Nginx Bk
[root@localhost ~]# docker run -t -d -p 8081:80 debian:www -g "daemon off;"
3d2e6667c7f8cOf456ceecc7d262ba8383478e4853651b36734d36ad1f98cObf

[root@localhost ~]# docker ps
ONT, 3 ND
7 sbin/nginx -g ."

[root@localhost ~]# docker exec 3d2e6667c7f8 /bin/bash -c 'echo "
" > /var/www/html/index.html' #7772 — N ] R TR S AE

[root@localhost ~]# curl localhost:8081 #0 Y T T

[root@localhost ~]# docker inspect 3d2e6667c7f8|grep \"IPAddress
"IPAddress": "172.17.0.2",
"IPAddress'": "172.17.0.2",

[root@localhost ~]# curl 172.17.0.2

JaBh 7R B, FRAVE T S TR, RIAE EAL K 8081 i Mk B2 A K] 80 nll, Kt
AL A R E RSP web RS : (D http://<fE EHL ip>:8081; Hi#H(2)
http://<E#H ip>.

B EARAEN A T ATIT http: / /<P ENLK ip>:8081, ZHIE 2-37 fiur.
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& 192.168.0.105:8081 b4 +

€ > C @ 103.100.201:8081 »0@

Hello from Nginx on Docker Container

B 2-37 N7 & B I T

[root@localhost ~]# docker exec -i -t 3d2e6667c7f8 /bin/bash

oy BURAT A B

[root@localhost ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
debian www db7d3fdd1044 26 minutes ago 211MB
debian latest d8cacdl7cfdc 9 days ago MB

[root@localhost ~]# docker save db7d3fdd1044 -o ./NginxDocker.tar debian:www
[root@localhost ~]# xz NginxDocker.tar

[root@localhost ~]J# 1ls -1 NginxDocker.tar.xz

i 1AV ittt ot 1 root root 64932784 Nov 3 15:39 NginxDocker.tar.xz

XAERR AT AR SO NginxDocker . tar.xz # ULHSR, siEFE S KAMNT . Hih ASHIX
AN JEFE AT AR R R 2 5615, % NP R,

WRE A AR

[root@localhost ~]# xz -d NginxDocker.tar

[root@localhost ~]# docker load -i NginxDocker.tar

f84c270adl171: Loading layer [ =>] 87.37MB/87.37MB
Loaded image ID: sha256:bc32c2703bac34fbf9ac9d5d0c209a7d3e53344b5587a58914140f2b0d0f3bda

[root@localhost ~]# docker +images
REPOSITORY TAG IMAGE ID CREATED SIZE
debian www bc32c2703bac 2 hours ago 210MB

AT ABGRL G LS E A T

[root@localhost ~]# docker run -t -d -p 8081:80 debian:www /usr/sbin/nginx -g "daemon off;"

2.10.4 H@EER

[root@localhost ~]# vim Dockerfile
FROM centos

MAINTAINER Jack Wang <wlm@veryopen.org>
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RUN i orlist/
RUN b 3 p://mirror.cent org 3 .ce or Y 0s.d/Cent0S-*

RUN dnf makecache
RUN dnf -y dinstall httpd
RUN echo "Dockerfile Test on Aapche httpd" > /var/ html/index.html

EXPOSE 80
CMD ["-D", "FOREGROUND"]
ENTRYPOINT ["/usr/sbin/httpd"]

FFUERIEE, 5L docker build -t [image name]:[tag].

@localhost ~]# docker build -t centos-httpd:latest ./

g build context t ker e (ZT )

vault.centos.c tc/ n.rep .d/Cent0S-*

tep 6/10
Running in

intermediate container
d5151
RUN echo "Dockerfile Test on Aapche httpd" > /var/ / index.html

ner leb5cfb
cfo
CMD ["-D", "FOREGROUND"]
> Running in 77efc3a2
rmediate container 77efc3a2
146e
ENTRYPOINT [" r/sbin/httpd"]

Succe

[root@localhost ~]# docker 1images
REPOSITORY TAG IMAGE ID CREATED SIZE
centos-httpd latest b76cbdd4e3c5 6 minutes ago 294MB

[root@localhost ~]# docker run -d -p 8081:80 centos-httpd
lae6abla393b4cd70d0d30ca7850d28635cd0ebdc5379eb2473095cd8981353b

[root@localhost ~]# docker ps
CONTAINER I IMAGE COMMAND
26abl centos-httpd "/u sbin/httpd

# 0 W LT
[root@localhost ~]# curl localhost:8081
Dockerfile Test on Aapche httpd

2.10.5 {EFHAMBEFELE

ey — BN, RERBIRE AR T, B DA S 0 B 7 AR AR A B A A7 ik B
# Lo
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[root@localhost ~]# mkdir -p /var/lib/docker/diskol
[root@localhost ~]# echo "KAMRIEMIEHE" >> /var/lib/docker/diskol/testfile.txt

¥ SRS RER /mnt B3 L
[root@localhost ~]# docker run -it -v /var/lib/docker/disk0l:/mnt centos /bin/bash
[root@bb0d351c4204 /]1# df -hT
Filesystem Type Size Used Avail Use% Mounted on
overlay overlay 28G  3.4G 25G 1 /
tmpfs tmpfs 64M /dev
tmpfs tmpfs 1.4G 1.4G 6 /sys/fs/cgroup
Salul tmpfs 64M 64M 6 /dev/shm

tmpfs tmpfs 1.4G 1.4G /proc/asound
tmpfs tmpfs 1.4G 1.4G 5 /proc/acpi
tmpfs tmpfs 1.4G 1.4G /proc/scsi
tmpfs tmpfs 1.4G 1.4G % [/sys/firmware

[root@bb0d351c4204 /]# cat /mnt/testfile.txt
K {4

Hik 2:

# A volumeol:

[root@localhost ~]# docker volume create volume0l
[root@localhost ~]# docker volume 1s

DRIVER VOLUME NAME

local volume0@l

# BEGHFEARGR:
[root@localhost ~]# docker volume 1inspect volume0l

"CreatedAt": "2022-11-04T08:39:20+08:00",

"Driver": "local",

"Labels":

"Mountpoint": "/var/lib/docker/volumes/volume@l/_data",
"Name": "volumeOl",

"Options": {},

"Scope": "local"

Ao B w2 X % @& O F N OE B — A~ H X C W
/var/lib/docker/volumes/volume®l/_data).

, BB E]/mnt B3 L
[root@localhost ~]# docker run -it -v volume@l:/mnt centos /bin/bash
[root@7f745a9c5483 /]1# df -hT /mnt
Filesystem Type Size Used Avail Us Mounted on
/dev/mapper/cs-root xfs 28G 3.4G 25G  13% /mnt

[root@7f745a9c5483 /]# echo "HZEMESAMEIETIE" > /mnt/testfile.txt
[root@7f745a9¢c5483 /]# exit
[root@localhost ~]# cat /var/lib/docker/volumes/volume0l/_data/testfile.txt

2828 5 N B 7R

# M LU A2 g
[root@localhost ~]# docker run -v volume@l:/var/volume®l centos /usr/bin/cat /var/volume0l/testfile.txt

EH 25 2% 5N 0 2508 5

# MIBRE:

[root@localhost ~]# docker volume rm volumeOl

Error response from daemon: remove volume@l: volume is in use -
[d97446251ba6cabadeecbed6cb4d7e94a77cbc83bfb2ee6alsbasble7d918d6b,
35f196402ba86aa873cabda59ada3d80c98e022db2f69b70365be43b5e43299c¢]
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# MR AOG IERA R, FrAASEEM, 1558 N85 i B G B T e BRI R 25 25«
[root@localhost ~]# docker rm 35f196402ba86aa873cabda59ada3d80c98e022db2f69b70365be43b5e43299¢

[root@localhost ~]# docker rm d97446251ba6ca6adeecbed6cb4d7e94a77cbc83bfb2ee6al5basble7d918d6b
[root@localhost ~]# docker volume rm volume0l

2.10.6 RFTAHE

— RPN AR 2 ARG, Ehand ] P s S Web RS AR RS, BT
Mogvd, —AEas— B —ARS, XM EH SRS RSB s T,
KH docker-compose T.EIR%E 5 Sl 2 MU G LI — DR

# ‘%% docker-compose:

[root@localhost ~]# curl -L https://github.com/docker/compose/releases/download/v2.12.2/docker-
compose-$(uname -s)-$(uname -m) -o /usr/local/bin/docker-compose

[root@nodel ~]# chmod 755 /usr/local/bin/docker-compose

[root@nodel ~]# docker-compose --version

Docker Compose version v2.12.2

# T Web 2% 2545 A HC B A
[root@localhost ~]# vim Dockerfile
FROM debian

MAINTAINER %4 <admin@veryopen.org>

RUN sed -i 's|deb.debian.org|mirrors.aliyun.com|g' /etc/apt/sources.list
RUN apt update

RUN apt install nginx -y

RUN rm -rf /var/ html/*

EXPOSE 80
CMD ["/usr/sbin/nginx", "-g", "daemon off;"]

# B XN

[root@localhost ~]# vim docker-compose.yml
version: '3.9'
services:

db_service:

image: mariadb
volumes:
- /var/lib/docker/disk0l:/var/lib/mysql
environment:
MYSQL_ROOT_PASSWORD: RootPass
SQL_USER: john
SQL_PASSWORD: JohnPass
MYSQL_DATABASE: student_db
ports: # PN A 11 AR
- "3306:3306"
web_service:
build: ./ #MAH M Dockerfile #4%
ports:
- ""8081:80"
volumes:
- Jvar/lib/docker/disk02: /var/www/html

VA =

=

1. docker-compose.yml A&V : version.services.networks fl volumes,
I3 AT RS W& AIfAERS, Hd networks Fl volumes FUVFES, BERLEH)
I

version: "3.9"
services:
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servicel
Ml E
service2

FoE

networks:
frontend:
backend:

volumes:
db-data:

2. docker WfiiA Y docker-compose.yml XXHFHH version ZEE —3, HNHAT
I THT R R A A I R

WA X B % & /& : docker-compose.yml fRA (docker FA) > 3.9(20.0+).
3.8(19.03.0+) . 3.7(18.06.0+) . 3.6(18.02.0+) . 3.5(17.12.0+) .
3.4(17.09.0+) . 3.3(17.06.0+) . 3.2(17.04.0+) . 3.1(1.13.1+) .
3.0(1.13.0+).

# MR :
[root@localhost ~]# docker-compose up -d
[+] Building 83.4s (8/8) FINISHED
[internal] load build definition from Dockerfile
> transferring dockerfile: 264B 0.0s
[internal] load .dockerignore 0.0s
=> => transferring context: 2B 0.0s
[internal] load metadata for docker.io/library/debian:latest 0.0s
=> CACHED [1/4] FROM docker.io/library/debian 0.0s
[2/4] RUN sed -i 's|deb.debian.org|mirrors.aliyun.com|g' /etc/apt/sources.list
[3/4] RUN apt update 25.9s
[4/4] RUN apt 1install nginx -y 56.6s
exporting to image 0.3s
> exporting layers ©. 33
=> writing image sha256:10f99946b42b981aa51cc6cd5c9ff9581e549460b3b9dd9487720ae55ceb986e

> naming to docker.io/library/tmp-WEB_service 0.0s
[+] Running 2/2
it Container tmp-web_service-1 Started ©
it Container tmp-db_service-1 Started

[root@localhost ~]# docker ps
ER ID of )

# IOTE:

[root@localhost ~]# dnf dinstall mysql

[root@localhost ~]# mysql -h 127.0.0.1 -u root -p -e "show variables like 'hostname';"
Enter password: IN#f% RootPass, CL47E docker-compose.yml H17E >

[root@localhost ~]# mysql -h 127.0.0.1 -u john -p -e "show databases;"
Enter password i JohnPass>

information_schema
student_db

[root@localhost ~]# echo "Hello Docker Compose World" > /var/lib/docker/disk02/index.html
[root@localhost ~]# curl 127.0.0.1:8081
Hello Docker Compose World
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[root@localhost ~]# docker-compose ps
NAME COMMAN
tmp-L [¢ C er-entry int.

# EEAGAGHHE:

mariadb.org binary

# ERBPPITHS, BELHETE docker-compose. yml SC{HH E ST
[root@localhost ~]# docker-compose exec DB_service /bin/bash
root@aa25802470a0: /#

# P

[root@localhost ~]# docker-compose stop

[+] Running 2/2
ii Container tmp-WEB_service-1 Stopped
i Container tmp-DB_service-1 Stopped

# SRS — MRS, AT R SR 55
[root@localhost ~]# docker-compose up -d WEB_service
[+] Running 1/1

Container tmp-WEB_service-1 Started

[root@localhost ~]# docker-compose
COMMAN )

ngin

# MIpRAERAE, WE AR TEISAT, BANREMIER:
[root@localhost ~]# docker-compose stop
[root@localhost ~]# docker-compose rm
Going to remove tmp_DB_service_1

Are you sure? [yN] y

Removing root_db_1 ... done

2.10.7 BZBMLK

FAAEVY A R £ 281, 73 ) I «

1. host(FEM)HR: FISEBMHME FVA ip SAMERE, FrbRsSum DA G S51E =
WL AR 55 3t L1 v 9% B 4T 5 28N 8 1T 240 - -network=host 55 EHIEE R . % & 2-38.

103/110



EEH

=%l Pl oY)

10.126.130.4:7823 10.126.130.4:8080

YEL R R
10.126.130.4/24

Kl 2-38 FEHUEAPMF

2. container (&) Bixl: MR —MEHRILE p MHBERE, ETRSETSH--
network=container :NAME or_ ID iEERati, ~EKEZ% 2-38.

Container Container
172.17.0.2
192.168.0.100

K] 2-38 AN R

3. none 3 BAMWMEAEMFE. IP. BHSELE, FERINMHCHENERBIIMF. A
B IP &, EITAENET 24 - -network=none & 7E none fil. %K 2-39.

docker0

Kl 2-39 none ERAIMFE

4

(D (ERAVS

p
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4. bridge(MHr) . KRB ANMEBEMW T A, MR EBESH, KA H--
network=bridge. 4 Docker R& LA BN, &7EME EHLLAIE 4N dockero 1)
FEFL M FERC B — A 1 p Mk, 2588 2 BB RIX AN MU E o R R R AL T P 3 A8 L,
ZFEfE B R ErA B f ol SR | — D EM 2. A docker® F /R4l —
AN IP hE%E, % E dockero [ IP Ml ARSI K. RS % 2-40.

B/ L V) P
172.17.0.2 172.17.0.3 172.17.0.4
o o Sg
i G %
+ A
¥
dockerO P #f 172.17.0.1
NAT
ens34

192.168.1.203

K 2-40 a8 [HEM

# TWIRM%S:

[root@localhost ~]# docker network 1s
NETWORK ID NAME DRIVER SCOPE
f05052319d8e bridge bridge local
1885c11bd3d4 host host local
0e3df7clb4fe none null local
f7d4310a19c5 tmp_default bridge local

# EE MRS R
[root@localhost ~]# docker network inspect bridge
[
{
"Name": "bridge",
"Id": "f05052319d8e27de6cbe651d872ca33a254728c17fec8bee27df4f794d94f259",
"Created": "2022-11-04T07:52:05.238644633+08:00",
"Scope": "local",
"Driver": "bridge",
"EnableIPv6": false,
"IPAM": {
"Driver": "default",
"Options": null,
"Config": [

{

"Subnet": "172.17.0.0/16",
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"Gateway'": "172.17.0.1"

1,
"Internal": false,
"Attachable": false,
"Ingress'": false,
"ConfigFrom": {
"Network": ""
}7
"ConfigOnly": false,
"Containers": {
"b76dfc2c98003d2b8e3f7312770cd5e3c289605¢c29af62f403e032955f8a0a51": {
"Name": "focused_hellman",
"EndpointID": "53d0b09a734fal983ef3e82ea5ac1392ab22192414f7c935127fa72583333569",
"MacAddress": "02:42:ac:11:00:02",
"IPv4Address": "172.17.0.2/16",
"IPv6Address'": ""

}’

"Options": {
"com.docker.network.bridge.default_bridge": "true",
"com.docker.network.bridge.enable_icc": "true",
"com.docker.network.bridge.enable_ip_masquerade": "true",
"com.docker.network.bridge.host_binding_ipv4": "0.0.0.0",
"com.docker.network.bridge.name": "dockero",
"com.docker.network.driver.mtu'": "1500"

}7

"Labels": {}

]

# BN
[root@localhost ~]# docker network create --subnet 192.168.100.0/24 network0l

NIt T 7 192.168.100.1, AJLLRAZH--driver Hi--gateway 7
SERB AN

# JBITRARIFREXRAH networkol M.
[root@localhost ~]# docker run -i -t --net network®l centos /bin/bash
[root@5e8b968fcfc2 /]# 1ip a

49: eth0@if50: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group default

link/ether 02:42:c0:a8:64:02 brd ff:ff:ff:ff:ff:ff link-netnsid 0

inet 192.168.100.2/24 brd 192.168.100.255 scope global etho

valid_1ft forever preferred_lft forever

[root@5e8b968fcfc2 /1# 1ip r
default via 192.168.100.1 dev eth®
192.168.100.0/24 dev eth® proto kernel scope link src 192.168.100.2
[root@5e8b968fcfc2 /]1# ping -c 3 www.veryopen.org
PING veryopen.org (34.133.211.54) 56(84) bytes of data.
64 bytes from 54.211.133.34.bc.googleusercontent.com (34.133.211. ¢ jcmp_seq=1 ttl=50 time=204 ms
64 bytes from 54.211.133.34.bc.googleusercontent.com (34.133.211. ¢ icmp_seq=2 ttl=50 time=202 ms
64 bytes from 54.211.133.34.bc.googleusercontent.com (34.133.211. ¢ jcmp_seq=3 ttl=50 time=205 ms

--- veryopen.org ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 9339ms
rtt min/avg/max/mdev = 201.922/203.588/204.994/1.370 ms
[root@5e8b968fcfc2 /1#

# 45 IEAEIBAT RIS e M o5 — AN &% LR A p:

[root@localhost ~]# docker network connect --ip 192.168.100.10 network0l d84f22149b12
[root@localhost ~]# docker exec d84f22149b12 1ip route

default via 172.17.0.1 dev eth@

172.17.0.0/16 dev eth® proto kernel scope link src 172.17.0.2

192.168.100.0/24 dev ethl proto kernel scope link src 192.168.100.10

# AT EW R4
[root@ ocalhost ~]# docker network disconnect network0®l d84f22149b12

# BRI 2% «

[root@localhost ~]# docker network rm networkol

# IBR A AN TE AL (0 25 <

[root@localhost ~]# docker network prune

WARNING! This will remove all custom networks not used by at least one container.
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Are you sure \ want to continue? [y/N] y
Deleted Networks:
root_default

# Dl host P44 S

[root@localhost ~]# docker run -d --network=host centos-httpd

39989a03b9ec3ec65ch4677cda223e72abab9ea5a873¢c92bb215717354d5460b

[root@localhost ~]# docker ps

CONTAINER ID  IMAGE MM CREATED
)3b9ec centos-httpd

STATUS

[root@localhost ~]# ss -tnlp

[root@localhost ~]# curl localhost
Dockerfile Test on Aapche httpd
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2.11 B

BRI Linux BCHTRATIESRIN T =i E I DIRE, it R B R AL T,
TR AL KVM B2 Linux WZF, Windows Server 2008 & J& SR AHE i
BUEA—FIRS &M 0 (Hyper-V), WLABERN 23 fE S, A% 770 B REIUALIR 2% 5%
JRCCPUL N AF AFGifE S BRI BRI, 23 8CA 7] JJ4E Docker A8 FIE T & Kubernetes.

HESUATL A% S8 SR T AT — S TN LR 2 6 THRNL OB UL R BT SEN AR O i
L), B G RN I S 22 e A RGN & AN A, S 0LE 2-40,

2-40 ERNREE

RENL B 222 1A R S FENL R 2225 M E KRG T LA, ta] DUAHE . 82 F RBAIAE
Cent0S 9 LOIEZMNEMNL, AJEAE—LENHLE %L Wwindows 10 #IERSA, E5H—
BRI H 2235 ubuntu 18.04.

B e R R4

[root@localhost ~]# dinstall '@Virtualization Host'

KRS 3: T gemu-kvm, libvirt-1libs % 73 M&fFfE. Cent0S 9 HR T 1K
TEACE BT, e Riee:

[root@localhost ~]# dnf install cockpit\* -y
[root@localhost ~]# systemctl --now enable cockpit.socket

SRIG W 24T IF https://192.168.192.20:9090, A root FI'E S HI A & 5% .
WK 2-41 fios.
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& ZEfIH - root@RHEL-9 x4 - ] x

« @ QO & hitps/192.168.0.20:9090/machines w OB

- = o=k Q0 ©@o i | FEE 91 ©o

Image Builder

BN Bl || AWM

BN FiSETE MR TR

Podman Rz

K 2-41 CentO0S 9 (K% ¥ T i

FL QIR FHLE F ] 2-42 B i .

BIEHAIRR UL X
SR windows_10
o= Sidl bR (ISORBEERITHREEN) hd
=2EE Jtmp/en_windows_10_editions_version_1909_x64_dvd.iso QO -
=ERS Microsoft Windows Server 2019 (10.0) 0 -
=hE BlEEE -
A 32 GB -
WEF 2 GiB -
S7BDfEE VM [v]

alEE EE

2-42 FrE gl

PBAE RGN LA AT AT = RIR, 0l R0t (“sro” $HD I AR E (R
BAERG” D AR BRI (CURBECIE” H24HD . “HIN URL” A1 Tk
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o R | Windows 10 mow ¥ B B X
cn_windows_10_editions_version_1909_x64_dvd.iso 7 BT, JAE/tmp
SN

MV R REAL T 5 oVirt @& HEAED T 50 GRS BT,
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